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Abstract

The abstract provides the simplest explanation for “what does the system do for VA? ”.

Westat FHE supports various VA research studies that require systems/applications to collect data via
web, paper, and telephone surveys, data analysis, and reporting and delivery of data. Surveys support the
objectives specified in the project contracts. Information collected by these surveys is stored and managed
in the Westat FHE system boundary.

Overview

The overview is the most important section of the Privacy Impact Assessment (P1A). A thorough and clear
overview gives the reader the appropriate context to understand the responses in the PIA. The overview
should contain the following elements:

1 General Description

A. What is the business purpose of the program, IT system, or technology and how it relates to
the program office and agency mission?

Westat VA Project Support System (FHE) provides scientific and technical
support to program evaluations, research, analysis, and the management and operations
of VA projects under contract with Westat. The Westat FHE is a complete and secure
computing environment hosted on Westat's corporate network located at 1600 Research
Blvd Rockville 20850. Westat plans to relocate the FHE host environment in November
2025 to CoreSite Data Center, located at 12100 Sunrise Valley Drive, Reston VA,
20191. System network resources include a web server, a file server, a database
server, and application servers. Westat FHE supports various VA research studies that
require systems/applications to collect data via web, paper, and telephone surveys, data
analysis, and reporting and delivery of data. Surveys support the objectives specified in
the project contracts. Information collected by these surveys is stored and managed in
the Westat FHE system boundary. Applications are developed using Microsoft's .NET
framework. Data are stored in Structured Query Language (SQL) databases using
Microsoft's SQL Server Relational Database Management System (RDBMS). Westat's
FHE also supports the development and execution of statistical analysis scripts in
Statistical Analysis System (SAS™) and to support data analysis and reporting; Cardiff
Teleform is used to support scanning and verification of paper surveys and Microsoft
Office software for ad-hoc reporting and analysis. Information managed by applications
hosted in the Westat FHE may include privacy-related information such as personally
identifiable information (PIl) as defined by the Privacy Act of 1974, information in
identifiable form (lIF) as defined by the E-Government Act of 2002, and protected health
information (PHI) as defined by the Health Insurance Portability and Accountability Act
(HIPAA), as well as other forms of sensitive information such as statistical data protected
under the Confidential Information Protection and Statistical Efficiency Act (CIPSEA),
information protected by the Policy for the Protection of Human Subjects (e.g., the
‘common rule”), controlled unclassified information (CUI), and information exempted
from release under the Freedom of Information Act (FOIA). The types, sizes, and
sensitivity of the information utilized by VA projects vary according to specific VA
research studies/projects. Some projects may store no privacy-related information at all.
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However, Westat's FHE is set up for and has supported VA research, gathering
information from many thousands of veterans, as directed and contractually required by
VA. The expected number of individuals whose information is collected managed and
stored within Westat's FHE varies by VA contract. Data managed and collected for an
individual VA contract can be as few as 1,000 to more than 100,000 thousand depending
on the nature of the research study. The authority for the system is Title 38, United

States Code, chapter 73, section 7331 - 7334.

B. Who is the owner or has control of the IT system or project? If the system has an eMASS
entry, ensure this information matches with the eMASS entry.

This system is VA Controlled / non-VA Owned and Operated.

The Westat FHE is owned and operated by Westat but controlled by the VA.

2. Information Collection and Sharing

C. Indicate the expected number of individuals whose information is stored in the system and
include a brief description of the typical client or affected individual?

Data managed and collected for an individual VA contract can be as few as 1,000 to as many
as 100,000 thousand Veterans depending on the nature of the research study. The authority
for the system is Title 38, United States Code, chapter 73, section 7301.

Check if Applicable Demographic of
individuals

Veterans or Dependents

O VA Employees

O Clinical Trainees

n VA Contractors

0 Members of the
Public/Individuals

| Volunteers
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What is a general description of the information in the IT system and the purpose for collecting
this information?

The purpose of collecting this information is to support the research, analysis, and reporting
objectives of a VA research contract. The types, sizes, and sensitivity of the information
utilized by VA projects can vary according to specific VA research projects. Some projects
may store no privacy-related information at all. The FHE is set up to gather information from
1000 — 100,000 thousand (or more) Veteran as directed and contractually required by VA.
Data are collected from Veteran study participants using web, paper, or telephone surveys.
The expected number of individuals whose information is collected, managed, and stored
within the FHE varies by VA contract

D. What information sharing is conducted by the IT system? A general description of the
modules and components, where relevant, and their functions.

Information sharing may occur with external partner organizations that work with Westat as
part of a VA contract or with vendors that provide support for specific services. For example,
a file containing the names and addresses of Veterans may be shared with a print vendor
responsible for mailing hardcopy questionnaires to study participants. Data are exchanged
with partner organizations and /or vendors via Secure File Transfer Protocol (SFTP)
provisioned by the FHE.

E. Are the modules/subsystems only applicable if information is shared?
Yes, the SFTP server is only applicable when information is shared/exchanged

F. s the system operated in more than one site to include primary and secondary site, and if so,
a description of how use of the system and PII is maintained consistently in all sites and if the
same controls are used across sites?

The FHE is operated in one site location on Westat’s corporate campus located at 1600
Research Blvd Rockville, MD 20850

3. Legal Authority and System of Record Notices (SORN)
G. What is the citation of the legal authority and SORN to operate the IT system?

34VA10/ 86 FR 33015, Veteran, Patient, Employee, and Volunteer Research and Development
Project Records—VA (6/23/2021)

Published in the Federal Register / VVol. 86, No. 118 / Wednesday, June 23, 2021 / Notices
indicated as "AUTHORITY FOR MAINTENANCE OF THE SYSTEM: Title 38, United States
Code, Section 7301."
https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf

H. What is the SORN?

34VA10/ 86 FR 33015, Veteran, Patient, Employee, and Volunteer Research and Development
Project Records—VA (6/23/2021)
https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf

I. SORN revisions/modification
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No SORN revisions or modifications are required for this system

H. If the system is in the process of being modified and a SORN exists, will the SORN require
amendment or revision and approval?
No amendment or revision to the SORN will be required prior to approval.

4. System Changes
I.  Will the business processes change due to the information collection and sharing?

[TYes
&I No

J. Will the technology changes impact information collection and sharing?

[T7Yes
X No

Section 1. Characterization of the Information

The following questions are intended to define the scope of the information requested and collected as
well as the reasons for its collection as part of the program, IT system, or technology being developed.

1.1 Information collected, used, disseminated, created, or maintained in the system.

Identify and list all Sensitive Personal Information (SPI) that is collected and stored in the system,
including Individually Identifiable Information (I11), Individually Identifiable Health Information (I11HI),
Protected Health Information (PHI), and Privacy- Protected Information. For additional information on
these information types and definitions, please see VA Directives and Handbooks in the 6500 series
(https://vaww.va.gov/vapubs/). If the system creates information (for example, a score, analysis, or
report), list the information the system is responsible for creating.

If a requesting system receives information from another system, such as a response to a background
check, describe what information is returned to the requesting system.
This question is related to privacy control AP-1, Authority to Collect, and AP-2, Purpose Specification.

The information selected below must match the information provided in question 2.1 as well as the data
elements columns in 4.1 and 5.1. It must also match the information provided in question 3.4 of the PTA.

Please check any information listed below that your system collects, uses, disseminates, creates, or
maintains. If additional SPI is collected, used, disseminated, created, or maintained, please list those in
the text box below:
] Name X1 Full Social Security [[] Partial Social Security
Number Number
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X Date of Birth

[ ] Mother’s Maiden Name

X Personal Mailing
Address

X Personal Phone
Number(s)

[ ] Personal Fax Number
<] Personal Email
Address

[ ] Emergency Contact
Information (Name, Phone
Number, etc. of a different
individual)

X Financial Information
[_] Health Insurance
Beneficiary Numbers

[_] Certificate/License
numbers?

[_] Vehicle License Plate
Number

X Internet Protocol (IP)
Address Numbers

X] Medications

X] Medical Records

DX] Race/Ethnicity

[ ] Tax Identification
Number

<] Medical Record
Number

X] Gender/Sex

X Integrated Control
Number (ICN)

X Military
History/Service
Connection

[ ] Next of Kin

X] Date of Death

[ ] Business Email
Address

[ ] Electronic Data
Interchange Personal
Identifier (EDIPI)
<] Other Data Elements
(list below)

Account Numbers

e Other PII/PHI data elements: Occupation Information, Education Information, Marital Status,
Sample ID may be collected or created as part of a survey to support a VA research project.

1.2 List the sources of the information in the system
These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent.

1.2a List the individual, entity, or entities providing the specific information identified above. For
example, is the information collected directly from the individual as part of an application for a
benefit, or is it collected from other sources such as commercial data aggregators?

¢ Information is collected directly from the individual as part of the survey application.

1.2b Describe why information from sources other than the individual is required? For example, if a
program’s system is using data from a commercial aggregator of information or data taken from
public Web sites, state the fact that this is where the information is coming from and then in question
indicate why the system is using this source of data.

Information from other sources is used to support the research requirements and objectives of the
individual VA contract. Additional data is used to augment study information and update participant
information such as addresses and phone numbers, to ensure that study information is current and
study participants are not inadvertently contacted. To support hardcopy mailing and tracing of
individuals, Westat could use one or more of the following commercial services to perform
individual tracing to update contact information for a Veteran. They include:

e White pages Premium (https://www.whitepages.com)

1 *Specify type of Certificate or
License Number (e.g.,
Occupational, Education, Medical)
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Fast people (https://www.fastpeoplesearch.com)
General Google search

Property searches

True people (https://www.truepeoplesearch.com
Obituaries

US Phone Book

People Finders (https://www.peoplefinders.com/)
Voter Registration

USA People Search (https://www.usa-people-search.com/address-search)
LinkedIn (through Google search)

National Change of Address (NCOA)

1.2c Does the system create information (for example, a score, analysis, or report), list the system as
a source of information?

Systems that collect data on behalf of a VA research project under contract with Westat may
have as part of its study requirements, data analysis and reporting. As part of the data analysis
derived variables, scores, and weighting variables may be created as part of these tasks. Additionally,
statistical reports containing these derived variables may be created and used as part of the VA
contract to report the outcomes of the research study.

1.3 Methods of information collection
These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent.

1.3a This question is directed at the means of collection from the sources listed in question 1.2.
Information may be collected directly from an individual, received via electronic transmission from
another system, or created by the system itself. Specifically, is information collected through
technologies or other technologies used in the storage or transmission of information in identifiable
form?

Information is collected in a variety of ways, depending on the requirements of the contracting VA
organization. These include:
« Paper forms, typically surveys completed by individual respondents or participants.

» Web surveys and online forms completed by study participants or completed by a telephone
interviewer by phone.

» Data files provided by the contracting VA organization.

» Data files provided by other agencies or organizations, which are provided through the
contracting VA organization and stored as electronic data files within the FHE.

« WebEX teleconferencing software to support cognitive interviews and focus groups with a
small group of study participants to test how well study participants understand survey
questions and other survey materials.

- Data generated by project staff (e.g., receipt control data, data collected via telephone, scans,
etc.) and stored as electronic files or data within the FHE.

»  Westat also may use vendor lookup services to perform individual tracing to update contact
information and phone numbers of select study participants who have incomplete or
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inaccurate contact information. VA data is not shared directly with these vendor services.
The following is a list of vendors Westat may use to perform this task:
e White pages Premium (https://www.whitepages.com)
Fast people (https://www.fastpeoplesearch.com)
General Google search
Property searches
True people (https://www.truepeoplesearch.com
Obituaries
US Phone Book
People Finders (https://www.peoplefinders.com/)
Voter Registration
USA People Search (https://www.usa-people-search.com/address-search)
LinkedIn (through Google search)
National Change of Address (NCOA)

1.3b If the information is collected on a form and is subject to the Paperwork Reduction Act, what is
the form’s OMB control number and the agency form number?

OMB control number will vary by VA contract. The current OMB control number for the
2023 VA Survey of Enrollees is 2900-0609

1.4 Information checks for accuracy, and how often will it be checked.

These questions are related to privacy controls DI-1, Data Quality, and DI-2, Data Integrity and
Integrity Board.

1.4a Discuss whether and how often information stored in the system is checked for accuracy. Is
information in the system checked against any other source of information (within or outside your
organization) before the information is used to make decisions about an individual? For example, is
there a computer matching agreement in place with another government agency? For systems that
receive data from internal data sources or VA IT systems, describe the system checks to ensure that
data corruption has not occurred during transmission.

Information is checked for accuracy by methods consistent with best practices for the
contracted activity. These methods may include, but are not limited to, cross-check comparisons
between sources, statistical analysis, data validation, and periodic review.

1.4b Does the system check for accuracy by accessing a commercial aggregator of information,
describe this process and the levels of accuracy required by the contract?

Westat uses Statistical Analysis System (SAS) to verify information and SQL queries to
check the accuracy of information in data files provided or collected as part of a research study.
Methods may include, but are not limited to, cross-check comparisons between sources, statistical
analysis, data validation, and periodic review.

1.5 Identify the specific legal authorities, arrangements, and agreements that defined the
collection of information.
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List the full legal authority for operating the system, specifically the authority to collect the
information listed in question 1.1. Provide the authorities in a manner understandable to any
potential reader, i.e., do not simply provide a legal citation; use statute names or regulations in
addition to citations. Legal authorities include Federal laws, regulations, statutes, and Executive
Orders. This question is related to privacy control AP-1, Authority to Collect

Privacy-related information is collected under legal authorities cited or referenced in the individual
project contracts. The FHE supports VA projects at Westat, as directed and authorized by the
contracting VA organization. The authority for the system is Title 38, United States Code, chapter
73, section 7301

1.6 PRIVACY IMPACT ASSESSMENT: Characterization of the information

Consider the specific data elements collected and discuss the potential privacy risks and what steps,
if any are currently being taken to mitigate those identified risks. (Work with your System ISSO to
complete this section)

Consider the following Fair Information Practice Principles (FIPPs) when assessing the risk to
individual privacy:

Principle of Purpose Specification: The collection ties with the purpose of the underlying mission of
the organization and its enabling authority.

Principle of Minimization: The information is directly relevant and necessary to accomplish the
specific purposes of the program.

Principle of Individual Participation: The program, to the extent possible and practical, collects
information directly from the individual.

Principle of Data Quality and Integrity: VA policies and procedures must ensure that personally
identifiable information is accurate, complete, and current.

This is related to privacy control AR-1, Governance and Privacy Program, and AR-2, Privacy
Impact and Risk Assessment.

Follow the format below when entering your risk assessment:

Privacy Risk:
Disclosure of a body of personally identifiable information, which may include SSNs, that if

disclosed may expose the individual to financial loss or identity theft. Disclosure of military service
details that may compromise the individual’s reputation, circumstances, or safety. Disclosure of
medical, personal, or other information that may compromise the individual’s reputation or
circumstances. Disclosure of participation in a particular study or activity, where knowledge of
participation may adversely impact the individual’s reputation or circumstances.

Mitigation:
The information system is protected through adherence to the NIST Risk Management Framework
for data at the High sensitivity level. This includes the implementation of all required security
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controls as described in NIST Special Publication 800-53 Revision 5, "Security and Privacy Controls
for Federal Information Systems and Organizations".

Information is secured by Westat’s FHE through the use of access controls, personnel security
awareness and training, regular auditing of information, and information management processes.
Additionally, careful monitoring of a properly authorized information system, control of changes to
the system, appropriate handling and testing of contingencies and contingency planning, ensuring
that all users of the information system are properly identified and authorized for access and that they
are aware of the rules and acknowledge that fact, by ensuring that any incident is handled
expeditiously. Properly maintaining the system and regulating the environment the system operates
in, controlling media, evaluating risks and planning for information management and information
system operations, and ensuring that the system and any exchange of information are protected, by
maintaining the integrity of the system and the information stored in it, and by adhering to the
requirements established in applicable contracts.

Section 2. Uses of the Information

The following questions are intended to clearly delineate the use of information and the accuracy of
the data being used.

2.1 Describe how the information in the system that will be used in support of the program’s
business purpose.

Identify and list each use (both internal and external to VA) of the information collected or
maintained. This question is related to privacy control AP-2, Purpose Specification.

All information managed in the FHE is used to support research studies under contract between
Westat and the Veterans Administration. Data and information are used to conduct web, paper, and
phone surveys, statistical/data analysis, and reporting for the Veterans’ Administration. Privacy-
related information is typically used for:

e Contacting prospective participants

e Requesting information from other sources (if required)
e Statistical processing and analysis
e Longitudinal data collection/generation
e Aggregation into de-identified (i.e., abstracted or aggregated) data products
e Aggregation into de-identified reports and publications
P1I/PHI Data Element Internal Use External Use
Name Used as study participant Used to send hard copy
identifier mailing materials
Full Social Security Number Used as study participant Only of if necessary to obtain
identifier administrative records or other
information to support the
study
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Date of Birth

Used to identify participants'
age and confirm participants'
identity

Not used externally --but may
be included on a survey or
provided in a survey results
file delivered to VA

Personal Mailing Address

Used to send hard copy
mailing materials

Used to send hard copy
mailing materials

Personal Phone Number(s)

Used to conduct a telephone
survey.

Not used externally - but may
be included in a survey results
file delivered to VA

Personal Email Address

Used to send email
notifications and follow-up
reminders to study participants.

Not used externally - but may
be included in a survey results
file delivered to VA

Financial Information

Information such as annual
income may be collected as
part of a survey in support of a
VA research study

Not used externally --but may
be included on a survey or
provided in a survey results
file delivered to VA

Internet Protocol (IP) Address
Numbers

Collected as part of the web
survey application, captured in
server logs

Not used externally

Medications

May be collected as part of a
web or mail survey

Not used externally - but may
be included in a survey results
file delivered to VA

Medical Records

May be collected as part of a
VA Research Study

Not shared externally but may
be used to support a VA
research study

Medical Record Number

Unique identifier to look up
medical history as part of a VA
research study

May be shared with the VA to
obtain related information or
included in a survey results file
delivered to VA

Race/Ethnicity

May be collected as part of a
survey and used to support
data analysis

Not used externally - but may
be included in a survey results
file delivered to VA

Gender/Sex

Maybe collected as part of a
survey and used to support
data analysis

Not used externally - but may
be included in a survey results
file delivered to VA

Integrated Control Number
(ICN)

Used as study participant
identifier

Used to link to VA
administrative data/records

Military History/Service
Connection

Maybe collected as part of a
survey and used to support
data analysis by military
branch/service

Not used externally - but may
be included in a survey results
file delivered to VA

Date of Death

May be used to remove
deceased study participants
from the sample to avoid
contacting households to
participate in a research study

Not used externally - but may
be included in a survey results
file delivered to VA
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Occupation information

Maybe collected as part of a
survey and used to support
data analysis

Not used externally but may be
included in a survey results file
delivered to VA

Education information

Maybe collected as part of a
survey and used to support
data analysis

Not used externally but may be
included in a survey results file
delivered to VA

Marital Status

Maybe collected as part of a
survey and used to support
data analysis

Not used externally but may be
included in a survey results file
delivered to VA

Sample ID

Sample ID is a randomly
generated ID number used to
uniquely identify a study
participant. ID is used for
sampling and statistical data
analysis and linking participant
record to other data files.

Not used externally but may be
included in a survey results file
delivered to VA

2.2 Describe the types of tools used to analyze data and what type of data may be produced.
These questions are related to privacy controls DI-1, Data Quality, DI-2, Data Integrity and
Integrity Board, and SE-1, Inventory of Personally Identifiable Information.

2.2a Many systems sift through large amounts of information in response to a user inquiry or
programmed functions. Systems may help identify areas that were previously not obvious and need
additional research by agents, analysts, or other employees. Some systems perform complex
analytical tasks resulting in, among other types of data, matching, relational analysis, scoring,
reporting, or pattern analysis. Describe any type of analysis the system conducts and the data that is

created from the analysis?

Research projects supported by the Westat FHE may perform a variety of analyses of
privacy-related data. At Westat, this is usually performed using Statistical Analysis System (SAS)
and Excel. New information about individuals may be generated as inputs to analysis or as
intermediate products during analysis. Privacy-related data are most often not included in the final,

deliverable research results.

2.2b If the system creates or makes available new or previously unutilized information about an
individual, explain what will be done with the newly derived information. Will it be placed in the
individual's existing record? Will a new record be created? Will any action be taken against or for
the individual identified because of the newly derived data? If a new record is created, will the newly
created information be accessible to Government employees who make determinations about the
individual? If so, explain fully under which circumstances and by whom that information will be

used.

Research projects supported by the Westat FHE may perform a variety of analyses of
privacy-related data. At Westat, this is usually performed using Excel and Statistical Analysis
System (SAS). New information about individuals may be generated as inputs to analysis or as
intermediate products during analysis. Privacy-related data are most often not included in the final,
deliverable research results. Any action taken for or against an individual because of any derived
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data /information or that is made available to the government, or its employees is done at the
discretion of the VA, not by Westat.

2.3 How the information in the system is secured.
These questions are related to security and privacy controls SC-9, Transmission Confidentiality, and
SC-28, Protection of Information at Rest.

2.3a What measures are in place to protect data in transit and at rest?

The information system is protected through adherence to the NIST Risk Management
Framework for data at the High sensitivity level. This includes the implementation of all required
security controls as described in NIST Special Publication 800-53 Revision 5, "Security and Privacy
Controls for Federal Information Systems and Organizations”. Confidential or sensitive information
is protected during transmission to and from Westat computer systems using Transport Layer
Security (TLS), digital certificates, and signatures that encrypt data, validate data integrity, and
authenticate the parties in a transaction. Electronic data files are stored on a project-specific network
folder on the FHE network and only designated project staff have access to this folder. Microsoft
Active Directory controls user access. All users are required to authenticate using two-factor
authentication to login to workstations. Workstations are in secured rooms and all servers are in a
locked cabinet inside Westat's secure Data Center.

Hardcopy material or system-generated output containing confidential data is stored in
secure rooms and locked cabinets. Westat's FHE network consists of a system of redundant firewalls
and redundant Internet connections to support websites, email, and SFTP access for projects and
corporate functions requiring these services. Several network zones with varying levels of access
restrictions have been established on the firewall. With this configuration, resources that require
restricted access controls, such as database servers that manage and store PII, can be kept separate
from resources that need to be more generally accessible, such as web surveys, websites or other web
applications hosted on public-facing web servers. Intrusion detection software running on our
firewalls detects and blocks outside users who are identified as attempting to gain unauthorized
access to our network.

Intrusion detection signature patterns are automatically updated regularly by the firewall
application vendor to keep pace with the latest techniques used to break into networks. Westat
performs vulnerability scans weekly on servers to identify possible vulnerabilities. Results are made
available to the appropriate systems technical administrators and managers who are required to
respond with information on any corrective actions taken. Server and workstation operating systems
are updated with applicable security patches as they are made available by the vendor.

2.3b If the system is collecting, processing, or retaining Social Security Numbers, are there
additional protections in place to protect SSNs? (refer to PTA question 3.8).

In addition to the measures described in Section 2.3a above, Westat takes additional steps to
protect electronic data files that contain SSNs. Electronic data files containing SSN are encrypted
using FIPS 140-2 certified encryption software and the file is password protected using a strong
password comprised of alpha-numeric and special characters with a length of at least 8 characters.
The encrypted data file is also stored in a project-specific network folder within FHE, and only
designated project staff have access to this folder. Access is controlled by Microsoft Active
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Directory. SSN is never used as a primary key in any database or displayed in any information
system (especially public facing) used to support VA research study at Westat. If necessary Westat
will create a random ID that can be used to link to the electronic file containing SSN to conduct any
subsequent data retrieval or data analysis on a study participant record.

2.3c How is PII/PHI safeguarded in accordance with OMB Memorandum M-06-15?

Westat in collaboration with the VA information security team conducts a security control
assessment annually on all administrative, technical, and physical controls to ensure that all sensitive
and confidential data are properly managed, stored, and protected at all times. Westat performs
vulnerability scans weekly on servers to identify possible vulnerabilities. Results are made available
to the appropriate systems technical administrators and managers who are required to respond with
information on any corrective actions taken. Server and workstation operating systems are updated
with applicable security patches as they are made available by the vendor. All Westat personnel
working on projects are instructed in Westat’s data security policies, standards, and procedures and
the importance of protecting data confidentiality. In addition, all Westat personnel are required to
read and sign Westat’s “Employee or Contractor’s Assurance of Confidentiality of Survey Data” and
are required to complete Westat and VA security awareness training annually.

2.4 PRIVACY IMPACT ASSESSMENT: Use of the information.

Describe any types of controls that may be in place to ensure that information is handled in
accordance with the uses described above. Example: Describe if training for users of the project
covers how to appropriately use information. Describe the disciplinary programs or system controls
(i.e. denial of access) that are in place if an individual is inappropriately using the information.

Consider the following FIPPs below to assist in providing a response:

Principle of Transparency: Is the PIA and SORN, if applicable, clear about the uses of the
information?

Principle of Use Limitation: Is the use of information contained in the system relevant to the mission
of the project?

This question is related to privacy control AR-4, Privacy Monitoring and Auditing, AR-5, Privacy
Awareness and Training, and SE-2, Privacy Incident response.

2.4a How is access to the PIl determined?

Access to PII data is determined by the Westat Sr. Project Director overseeing the VA project
or IT Project Manager and is based on a need-to-know basis.

2.4b Are criteria, procedures, controls, and responsibilities regarding access documented? How are
the documented, i.e. Policy, SOP, other. And where is this documentation located?
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All access requests are documented using Westat’s SharePoint Information Assurance (1A)
portal. All access requests are reviewed and approved by the Project Director and/or Project IT
Manager.

2.4c Does access require manager approval?

Yes — All access requests are reviewed and approved by the Project Director and/or Project IT
Manager.

2.4d Is access to the PII being monitored, tracked, or recorded?

Access is tracked in the FHE Information Assurance Portal. Access to the FHE network,
workstations, and data files is tracked and logged by the FHE network.

2.4e Who is responsible for assuring safeguards for the PII as identified in eMASS?

Westat’s Network Operations Manager and System Administrators, Westat’s Chief
Information Security Officer, Westat’s FHE IT Manager, Westat’s Sr. Project Study Manager, and all
Westat staff who provide support to VA research projects.

Section 3. Retention of Information

The following questions are intended to outline how long information will be retained after the initial
collection.

3.1 What information is retained?

Identify and list all information collected from question 1.1 that is retained by the system.
This question is related to privacy controls DM-1, Minimization of Personally Identifiable
Information, and DM-2, Data Retention and Disposal

e Retained information may include the following:
* Name
* Full Social Security Number
* Date of Birth
* Personal Mailing Address
* Personal Phone Number(s)
* Personal Email Address
« Financial Information
* Internet Protocol (IP) Address Numbers
* Medications
* Medical Records
* Medical Record Number
* Race/Ethnicity
* Gender/Sex
* Integrated Control Number (ICN)
* Military History/Service Connection
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* Date of Death

* Occupation information
* Education information

» Marital Status

» Sample ID

3.2 How long is information retained?

In some cases, VA may choose to retain files in active status and archive them after a certain period
of time. State active file retention periods, as well as archived records, in number of years, for the
information and record types. For example, financial data held within your system may have a
different retention period than medical records or education records held within your system, please
be sure to list each of these retention periods. The VA records officer should be consulted early in
the development process to ensure that appropriate retention and destruction schedules are
implemented. If the system is using cloud technology, will it be following the NARA approved
retention length and schedule https://www.archives.gov/records-mgmt/grs? This question is related
to privacy control DM-2, Data Retention and Disposal.

VA information is retained by individual projects in accordance with the VA-NARA retention
agreement. All records acquired or generated by a project are retained for the duration of the project
and are the responsibility of the contracting organization thereafter. VVA projects currently under
contract with Westat require data to be retained for 3 years and destroyed after the period of
performance. Under no circumstances is VA information retained in the FHE beyond the expiration
of the contract authorizing the utilization of that information.

3.3 The retention schedule approved by the VA records office and the National Archives and
Records Administration (NARA).

An approved records schedule must be obtained for any IT system that allows the retrieval of a
record via a personal identifier. The VA records officer will assist in providing a proposed schedule.
Please work with the system VA Records Officer to answer these questions.

This question is related to privacy control DM-2, Data Retention and Disposal.

3.3a Are all records stored within the system of record indicated on an approved disposition
authority?

Retention schedules for the information systems hosted by Westat in the Westat FHE are
determined by the individual contracts established between the VA and Westat to support specific
data collection, research, and analysis studies. Current VA contracts supported by Westat required
data to be retained for 3 years and destroyed after the contract period of performance. The
information is retained following the policies and schedules of VA’s Records Management Service
and NARA in “Department of Veterans Affairs Records Control Schedule 10-1”. Record Control
Schedule 10-1 can be found at the following link: https://www.va.gov/vhapublications/RCS10/rcs10-

1.pdf
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3.3b Please indicate each records retention schedule, series, and disposition authority?

The information is retained following the policies and schedules of VA’s Records
management Service and NARA in “Department of Veterans Affairs Records Control Schedule 10-
1”. Record Control Schedule 10-1 can be found at the following link:
https://www.va.gov/vhapublications/RCS10/rcs10-1.pdf.

Federal Register indicated "POLICIES AND PRACTICES FOR RETENTION AND
DISPOSAL OF RECORDS: Records are scheduled in accordance with RCS 10-1, 8300.6,
temporary disposition; cutoff at the end of the fiscal year after completion of the research project.
Destroy six (6) years after cutoff. May retain longer if required by other Federal regulations or the
European General Data Protection regulations. (DAA-0015-2015-0004, item 0032)".

3.4 What are the procedures for the elimination or transfer of SPI1?

Explain how records are destroyed, eliminated, or transferred to NARA at the end of their mandatory
retention period. Please give the details of the process. For example, are paper records shredded
on site, or by a shredding company and accompanied by a certificate of destruction, etc.? This
question is related to privacy control DM-2, Data Retention and Disposal.

Sensitive information is disposed of at Westat in accordance with VA policy and/or as
directed by the contracting VA organization. Mechanisms available include shredding for paper and
other materials, secure erasure for digital storage media, degaussing for magnetic media, and
physical destruction for anything not securable by other means.

More specifically, media containing sensitive information are sanitized by secure erasure,
low-level formatting, degaussing, irreversible disassembly, or shredding. Hardcopy media
containing sensitive information are shredded and recycled. Secure bulk shredding services are
provided to projects, with secure shredding bins available for hardcopy materials in Westat facilities.

Other digital media are stored in a padlocked container and then degaussed and destroyed in
bulk in the same manner as backup tapes except that no transmittal letter is prepared. Media not
containing sensitive information are disposed of conventionally. Media containing sensitive
information are cleared, purged, or destroyed when no longer needed. Virtual systems containing
sensitive information are cleared using a multi-overwrite process. All methods described conform to
the NIST Special Publication 800-88, "Guidelines for Media Sanitization™.

Electronic data and files of any type, including Protected Health Information (PHI), Sensitive
Personal Information (SPI), Human Resources records, and more are destroyed in accordance with
VA Directive 6500 VA Cybersecurity Program (February 24, 2021) and VA Handbook 6500.1
Electronic Media Sanitization. When required, this data is deleted from their file location and then
permanently deleted from the deleted items or Recycle bin. Magnetic media is wiped and sent out
for destruction. Digital media is shredded or sent out for destruction.
https://www.va.gov/vapubs/search_action.cfm?dType=1
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3.5 Does the system, where feasible, use techniques to minimize the risk to privacy by using P11
for research, testing, or training?

Organizations often use PII for testing new applications or information systems prior to deployment.
Organizations also use PII for research purposes and for training. These uses of Pl increase the
risks associated with the unauthorized disclosure or misuse of the information. Please explain what
controls have been implemented to protect Pl used for testing, training, and research. This question
is related to privacy control DM-3, Minimization of PIl Used in Testing, Training and Research.

Westat does not use actual PII for research, testing, or training. Dummy data is used for
research, testing, or training purposes.

3.6 PRIVACY IMPACT ASSESSMENT: Retention of information

Discuss the risks associated with the length of time data is retained and what steps, if any, are
currently being taken to mitigate those identified risks. (Work with your System Privacy Officer (PO)
to complete all Privacy Risk questions inside the document this section).

While we understand that establishing retention periods for records is a formal process, there are
policy considerations behind how long a project keeps information. The longer a project retains
information, the longer it needs to secure the information and assure its accuracy and integrity. The
proposed schedule should match the requirements of the Privacy Act to keep the minimum amount of
PII for the minimum amount of time, while meeting the Federal Records Act. The schedule should
align with the stated purpose and mission of the system.

Consider the following FIPPs below to assist in providing a response:
Principle of Minimization: The project retains only the information necessary for its purpose,

additionally, the PII is retained only for as long as necessary and relevant to fulfill the specified
purposes.

Principle of Data Quality and Integrity: The PIA should describe policies and procedures for how
PII that is no longer relevant and necessary is purged.

This question is related to privacy controls DM-1, Minimization of Personally Identifiable
Information, and DM-2, Data Retention and Disposal.

Follow the format below:

Privacy Risk:
Disclosure of a body of personally identifiable information, which may include SSNs, that if

disclosed may expose the individual to financial loss or identity theft. Disclosure of military service
details that may compromise the individual’s reputation, circumstances, or safety. Disclosure of
medical, personal, or other information that may compromise the individual’s reputation or
circumstances. Disclosure of participation in a particular study or activity, where knowledge of
participation may adversely impact the individual’s reputation or circumstances.
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Mitigation:

PIl information/data are only retained for as long as necessary to fulfill contract requirements and
according to data retention policies specified in the VA contract. Data retention schedules for
information systems hosted by the Westat FHE are determined by the individual contracts established
between the VA and Westat to support specific data collection, research, and analysis studies.
Current VA contracts supported by Westat required data to be retained for 3 years and destroyed at
the end of the contracts’ period of performance. Pl data retained beyond that retention data is only
done so at the expressed written permission and consent to do so by the Contract Officer
Representative (COR). Otherwise, data are purged and destroyed according to VA security policy
requirements specified by the VA contact and/or Westat security policies and best practices.

Section 4. Internal Sharing/Receiving/Transmitting and Disclosure

The following questions are intended to define the scope of information
sharing/receiving/transmitting within VA.

P11 Mapping of Components

4.1a The Westat FHE consists of 5 key components
(servers/databases/instances/applications/software/application programming interfaces (API)). Each
component has been analyzed to determine if any elements of that component collect PIl. The type of
Pl collected by Westat FHE and the reasons for the collection of the PII are in the table below.

Note: Due to the PIA being a public facing document, please do not include server names in the
table. The first table of 3.9a in the PTA should be used to answer this question.

Internal Components Table

Component Does this Does Type of PIl (SSN,  Reason for Safeguards

Name system this DOB, etc.) Collection/

(Database, collect PI1?  system Storage of

Instances, (Yes/No) store Pl

Application, PI1?

Software, (Yes/No)

Application

Program

Interface (API)

etc.) that

contains

PHI/PHI

Database Server = Yes Yes Web survey Support the Restricted user
response data : access to
(survey response coIIe_ct_lon a_nd database

. administration

data varies by VA of web, paper server; User,
contract/project) ’ " Application,

and Network
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Web Server

Yes

No

e Name

e Date of Birth

e Personal
Mailing
Address

e Personal Phone
Number(s)

e Personal Email
Address

e Financial
Information

e Internet
Protocol (IP)
Address
Numbers

e Medications

e Medical
Records

e Race/Ethnicity

e Medical Record
Number

e Gender/Sex

e Integrated
Control
Number (ICN)

e Military
History/Service
Connection

e Date of Death

e Occupation

Information
e Education

Information
e Marital Status
e Sample ID
Web survey

response data
(survey response
varies by VA
contract/project)

e Name
e Date of Birth

and telephone
surveys

Support the
collection and
administration
of online
surveys

access
restrictions
and security.
Role-based
access to
databases and
database
servers.

Firewall
segments from
the public
internet

Requires user
authentication
to access

online survey
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SFTP Server

Yes

Yes

Personal
Mailing
Address
Personal Phone
Number(s)
Personal Email
Address
Financial
Information
Internet
Protocol (IP)
Address
Numbers
Medications
Medical
Records
Race/Ethnicity
Medical Record
Number
Gender/Sex
Integrated
Control
Number (ICN)
Military
History/Service
Connection
Date of Death
Occupation
Information
Education
Information
Marital Status
Sample ID

Name

Full Social
Security
Number

Date of Birth
Personal
Mailing
Address
Personal Phone
Number(s)
Personal Email
Address

Requires User

Supports data ot

file exchanges = 2¢¢0U

with VA and approval, and

Partner user

organizations authentication.
Automatic
removal of
data files
(24hrs)
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Windows File
Share Server

No

Yes

e Financial
Information

e Internet
Protocol (IP)
Address
Numbers

e Medications

e Medical
Records

e Race/Ethnicity

e Medical Record

Number
e Gender/Sex
e Integrated
Control
Number (ICN)
e Military

History/Service

Connection
e Date of Death
e Occupation

Information
e Education
Information
e Marital Status
e Sample ID

Project artifacts:
Analytic data files
Word Documents,
PDF files, Excel
files, SAS datasets,
other project-
specific documents

e Name

e Full Social
Security
Number

e Date of Birth

e Personal
Mailing
Address

e Personal Phone
Number(s)

e Personal Email
Address

Project file
share.
Supports daily
work activities
conducted by
project staff

Requires 2-
factor
authentication
Restricted user
access to
fileshare;

data
encryption.
behind firewall
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Teleform Image
Capture Server

Yes

Yes

e Financial
Information

e Internet
Protocol (IP)
Address
Numbers

e Medications

e Medical
Records

e Race/Ethnicity

e Medical Record
Number

e Gender/Sex

e Integrated
Control
Number (ICN)

e Military
History/Service
Connection

e Date of Death

e Occupation

Information
e Education
Information
e Marital Status
e Sample ID

Paper survey
response data
(survey data varies

by VA contract)

e Name

e Date of Birth

e Personal
Mailing
Address

e Personal Phone
Number(s)

e Personal Email
Address

e Financial
Information

e Internet
Protocol (IP)
Address
Numbers

Supports
hardcopy mail
survey data
collection and
scan
processing

Requires 2-
factor
authentication
Restricted user
access to
Teleform
Server
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Teleform
Repository
Server

No

Yes

e Medications

e Medical
Records

e Race/Ethnicity

e Medical Record

Number
e Gender/Sex
e Integrated
Control
Number (ICN)
e Military
History/Service
Connection
e Date of Death
e Occupation

Information
e Education
Information
e Marital Status
e Sample ID

Stores scanned
images of hardcopy
mail survey returns

e Name

e Date of Birth

e Personal
Mailing
Address

e Personal Phone
Number(s)

e Personal Email
Address

e Financial
Information

e Medications

e Medical
Records

e Race/Ethnicity

e Medical Record

Number

e Gender/Sex

e Integrated
Control
Number (ICN)

Stores
scanned
images of
hardcopy mail
survey returns

Requires 2-
factor
authentication
Restricted user
access to
image
repository,
data
encryption,
behind firewall
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e Military
History/Service
Connection

e Date of Death

e Occupation

Information
e Education
Information
e Marital Status
e Sample ID

4.1b List internal organizations information is shared/received/transmitted, the information
shared/received/transmitted, and the purpose, and how the information is transmitted.

NOTE: Question 3.9b (second table) on Privacy Threshold Analysis should be used to answer
this question.

Identify and list the names of any program offices, contractor-supported IT systems, and any other
organization or IT system within VA with which information is shared.

State the purpose for the internal sharing. If you have specific authority to share the information,
provide a citation to the authority.

For each interface with a system outside your program office, state what specific data elements
(P11/PHI) are shared with the specific program office, contractor-supported IT system, and any other
organization or IT system within VA.

Describe how the information is transmitted. For example, is the information transmitted
electronically, by paper, or by some other means? Is the information shared in bulk, on a case-by-
case basis, or does the sharing partner have direct access to the information?

This question is related to privacy controls AP-2, Purpose Specification, AR-3, Privacy Requirements
for Contractors and Service Providers, AR-8, Accounting of Disclosures, TR-1, Privacy Notice, and
UL-1, Internal Use.

Data Shared with Internal Organizations

IT system and/or List the purpose of the | List PII/PHI data elements | Describe the
Program office. information being shared/received/transmitted. | method of
Information is shared /received with transmittal

shared/received with | the specified program
office or IT system
N/A N/A N/A N/A

4.2 PRIVACY IMPACT ASSESSMENT: Internal sharing and disclosure
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Discuss the privacy risks associated with the sharing of information within the VA network and what
steps, if any, are currently being taken to mitigate those identified risks. (Work with your System
ISSO to complete all Privacy Risk questions in this section.).

This question is related to privacy control UL-1, Internal Use.

Follow the format below:

Privacy Risk:
Westat FHE does not share information within the VA network

Mitigation:
Westat FHE does not share information within the VA network

Section 5. External Sharing/Receiving and Disclosure

The following questions are intended to define the content, scope, and authority for information
sharing external to VA, which includes Federal, State, and local governments, and the private sector.

5.1 List the external organizations (outside VA) that information shared/received. and
information shared/received, and the purpose, and how the information transmitted and what
measures are taken to ensure it is secure.

The sharing of information outside the agency must be compatible with the original collection.
The sharing must be covered by an appropriate routine use in a SORN. If not covered, please
describe under what legal mechanism the IT system is allowed to share the information in
identifiable form or personally identifiable information outside of VA.

NOTE: Question 3.10 on Privacy Threshold Analysis should be used to answer this question.

Identify and list the names of any Federal, State, or local government agency or private sector
organization with which information is shared.

For each interface with a system outside VA, state what specific data elements (P11/PHI) are shared
with each specific partner.

What legal mechanisms, authoritative agreements, documentation, or policies are in place detailing
the extent of the sharing and the duties of each party? For example, is the sharing of data compatible
with your SORN? Then list the SORN and the applicable routine use from the SORN. Is there a
Memorandum of Understanding (MOU), Computer Matching Agreement (CMA), or law that
mandates the sharing of this information?

Describe how the information is transmitted to entities external to VA and what security measures
have been taken to protect it during transmission.
This question is related to privacy control UL-2, Information Sharing with Third Parties
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Data Shared with External Organizations

e Personal Phone
Number

e Personal Email
Address

e Financial Information

Internet Protocol (IP)

Address Numbers

Medications

Medical Records

Race/Ethnicity

Medical Record

Number

Gender/Sex

¢ Integrated Control
Number (ICN)

e Military
History/Service
Connection

e Date of Death

e Occupation
Information

e Education Information

e Marital Status

e Sample ID

List IT System or External | List the List the specific P11/PHI List List the
Program Office purpose of | data elements that are agreemen | method of
information is informatio | processed ts such transmissio
shared/received with n being (shared/received/transmitt | as: n and the
shared / ed) Contracts, | measures
received / MOU/ISA | in place to
transmitte , BAA, secure data
d SORN.
etc. that
permit
external
sharing
(can be
more than
one)
Trilogy (Small Business Obtain e Name MOU SFTP
Partner) sample file | «  Full Social Security
informatio Number
n for e Date of Birth
research | o  Personal Mailing
study Address
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LexisNexis (Locating Toobtain | e Name MOU SFTP
Veterans) current e Personal Mailing

address Address

and phone | ¢  Personal Phone

numbers Number(s)

ofstudy |« Full Social Security

participant Number
Anchor Computing Toobtain | e Name MOU SFTP
https://anchorcomputer.com | current e Personal Mailing
solutions/data-quality/ address Address

and phone | ¢ Personal Phone

numbers Number(s)

ofstudy |4 Full Social Security

participant Number
VHA (Westat FHE operates | Obtain Per VHA, data elements Variesby | SFTP
under a VA ATO) sample file | shared could be survey contract.

informatio | results collected, PHI and | BAA/

n for PII, sample file MOA /

research information and/or other LOI when

study. administrative data used to | needed

Provide support the administration

survey of the survey

research

results at e Name

theend of | e Full Social Security

the study Number

e Date of Birth

e Personal Mailing
Address

e Personal Phone
Number(s)

e Personal Email

Address

Financial Information

Medications

Medical Records

Race/Ethnicity

Medical Record

Number

e (Gender/Sex
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Integrated Control
Number (ICN)
Military
History/Service
Connection

Date of Death
Occupation
Information
Education Information
Marital Status
Sample 1D

Navistar (Primary Print
Vendor)

https://www.navistardirect.c

om

To support
the
printing
and
mailing of
hardcopy
surveys to
study
participant
s

Name
Personal Mailing
Address

MOU

SFTP

NPC Inc.

(Backup Print Vendor

if needed)
https://www.npcweb.com

To support
the
printing
and
mailing of
hardcopy
surveys to
study
participant
s

Name
Personal Mailing
Address

MOU

SFTP

National Change of Address

(NCOA)

Service
used to
obtain
updated
address
informatio
nto
support
hardcopy
survey
mailings

Name

Personal Mailing
Address

MOU

SFTP

5.2 PRIVACY IMPACT ASSESSMENT: External sharing and disclosure
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Discuss the privacy risks associated with the sharing of information outside the Department and
what steps, if any, are currently being taken to mitigate those identified risks.

If no External Sharing listed on the table above, (State there is no external sharing in both the risk
and mitigation fields).

Discuss whether access controls have been implemented and whether audit logs are regularly
reviewed to ensure appropriate sharing outside of the Department. For example, is there a
Memorandum of Understanding (MOU), contract, or agreement in place with outside agencies or
foreign governments.

Discuss how the sharing of information outside of the Department is compatible with the stated
purpose and use of the original collection.

This question is related to privacy control AR-2, Privacy Impact and Risk Assessment, AR-3, Privacy
Requirements for Contractors and Service Providers, and AR-4, Privacy Monitoring and Auditing

Follow the format below:

Privacy Risk:

Inadvertent disclosure of information contained in data files exchanged with external agencies or
partner organizations if disclosed may expose the study participant to financial loss, or identity theft
or could harm the reputation of the study participant or the VA organization.

Mitigation:

Information-sharing agreements such as MOU, BAA, and MOA are established with outside
agencies and/or partner organizations which stipulate how information should be used and managed
in support of the research conducted as part of the VA contract.

Access controls are in place to ensure that only authorized staff have access to the information
systems and services provisioned by the Westat FHE. Data files exchanged with external
organizations in support of the contract only contain data elements necessary to perform the services
as specified in the contract, agreement, or task order with that organization. For example, only name
and mailing address are provided to the external print vendor supporting hard copy survey mailings.
Data files exchanged with external organizations are done using the SFTP site provisioned by the
Westat FHE. All users are required to have a valid user id and password and must be approved by
the Project Director before they are granted permission to access the SFTP site. All user logins file
uploads, and download activities are tracked in SFTP server logs.

Section 6. Notice

The following questions are directed at providing notice to the individual of the scope of information
collected, the right to consent to uses of the information, and the right to decline to provide
information.

6.1 The notice provided to the individual before collection of the information. Please provide a
copy and/or screen shot of a web notice of the notice as an Appendix-A 6.1 on the last page of
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the document. (A notice may include a posted privacy policy, a Privacy Act notice on forms,
notice given to individuals by the sources system, or a system of records notice published in the
Federal Register.) If notice was not provided, explain why.

These questions are related to privacy control TR-1, Privacy Notice, and TR-2, System of Records
Notices and Privacy Act Statements, and TR-3, Dissemination of Privacy Program Information.

6.1a Provide the Privacy Notice provided to the public by this system or any source systems. Include
a copy of the notice in Appendix A of the PIA, the Federal Register citation, or Privacy Statement
from collection of information such as forms or surveys.

Individuals are notified prior to data collection in accordance with VA policy and direction
by the contracting VA organization. Notification varies based on the type of research study. An
example of the pre-notification is attached for reference (Appendix A-6.1).

34VA10 “Veteran, Patient, Employee, and Volunteer Research and Development Project
Records—VA” Published in the Federal Register / Vol. 86, No. 118 / Wednesday, June 23, 2021 /
Notices indicated as "AUTHORITY FOR MAINTENANCE OF THE SYSTEM: Title 38, United
States Code, Section 7301. ", https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-

13141 .pdf.

6.1b If notice was not provided, explain why.

All notices provided to study participants are reviewed and approved by the Westat Project
Director and the VA Contract Officer Representative (COR) to ensure all information provided is
adequate to inform those affected by the research study and that ensure them that their information is
collected, managed, and used appropriately and follow VA policy directives.

6.1c Provide how the notice provided at the time of collection meets the purpose of use for this
system.

All notices provided to study participants are reviewed and approved by the Westat Project
Director and the VA COR to ensure all information provided is adequate to inform those affected by
the research study and that their information is collected, managed, and used appropriately and
follows VA policy directives.

6.2 Do individuals have the opportunity and right to decline to provide information? If so, is a
penalty or denial of service attached?

This question is directed at whether the person from or about whom information is collected can
decline to provide the information and if so, whether a penalty or denial of service is attached. This
question is related to privacy control IP-1, Consent, IP-2, Individual Access, and IP-3, Redress.

Research activities conducted by Westat for VA that collect information from individuals are
typically surveys in which participation by the individual is voluntary. No penalties attach to refusal
to participate though incentives sometimes provided to encourage participation are not typically
given to those who choose not to do so.
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6.3 Do individuals have the right to consent to particular uses of the information? If so, how
does the individual exercise the right?

This question is directed at whether an individual may provide consent for specific uses, or the
consent is given to cover all uses (current or potential) of his or her information. If specific consent
is required, how would the individual consent to each use? This question is related to privacy control
IP-1, Consent.

Research activities conducted by Westat for the VA that collect information from individuals are
typically surveys in which a consent agreement to participate is required before data are collected.
The consent agreement is typically a check box selected by the individual to indicate that they
understand the study and its intended uses of the data collected. Individuals also have the option not
to consent or opt out of the study.

6.4 PRIVACY IMPACT ASSESSMENT: Notice

Describe the potential risks associated with potentially insufficient notice and what steps, if any, are
currently being taken to mitigate those identified risks. (Work with your Privacy Officer (PO) to
complete all Privacy Risk questions inside the document this section).

Consider the following FIPPs below to assist in providing a response:

Principle of Transparency: This is referring to sufficient notice provided to the individual.

Principle of Use Limitation: The information used only for the purpose for which notice was
provided either directly to the individual or through a public notice. The procedures in place must
ensure that information is used only for the purpose articulated in the notice.

This question is related to privacy control TR-1, Privacy Notice, AR-2, Privacy Impact and Risk
Assessment, and UL-1, Internal Use.

Follow the format below:

Privacy Risk:
The privacy risk is if Westat does not adequately inform study participants of the privacy risks to

individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of
personally identifiable information (PII).

Mitigation:

Privacy, data use, and confidentiality statements as well as consent forms are provided with all data
collection materials and as required, posted on information systems that collect data related to a study
participant selected for a research study in accordance with VA policy and direction.

Section 7. Access, Redress, and Correction

The following questions are directed at an individual’s ability to ensure the accuracy of the
information collected about him or her.

7.1 The procedures that allow individuals to gain access to their information.
These questions are related to privacy control IP-2, Individual Access, and AR-8, Accounting of
Disclosures.
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7.1a Cite any procedures or regulations your program has in place that allow access to information.
These procedures, at a minimum, should include the agency’s FOIA/Privacy Act practices, but may
also include additional access provisions. For example, if your program has a customer
satisfaction unit, that information, along with phone and email contact information, should be
listed in this section in addition to the agency’s procedures. See 5 CFR 294 and the VA FOIA Web
page at VA Public Access Link-Home (efoia-host.com) to obtain information about FOIA points
of contact and information about agency FOIA processes.

Activities conducted under a VA contract at Westat are typically posted to a website with
contact information. Those that distribute paper forms include explanatory and contact information
with the forms. Those that employ web-based data collection mechanisms send paper materials and
also include contact information, usually including email addresses, and privacy notices on the
website in accordance with VA policy and direction. https://vhasoe.org/#FAQ.

7.1b If the system is exempt from the access provisions of the Privacy Act, please explain the basis
for the exemption or cite the source where this explanation may be found, for example, a Final Rule
published in the Code of Federal Regulations (CFR)?

The system is not exempt from the access provisions of the Privacy Act

7.1c If the system is not a Privacy Act system, please explain what procedures and regulations are in
place that covers an individual gaining access to his or her information?

The system is a Privacy Act System

7.2 What are the procedures for correcting inaccurate or erroneous information?

Describe the procedures and provide contact information for the appropriate person to whom such
issues should be addressed? If the correction procedures are the same as those given in question 7.1,
state as much. This question is related to privacy control IP-3, Redress, and IP-4, Complaint
Management.

Individuals contact the project email address or call a 1-800 number provided on the website
or in survey materials.

7.3 How are individuals notified of the procedures for correcting their information?

How are individuals made aware of the procedures for correcting his or her information? This may
be through notice at collection or other similar means. This question is meant to address the risk that
even if procedures exist to correct information, if an individual is not made fully aware of the
existence of those procedures, then the benefits of the procedures are significantly weakened.

This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management.

Individuals are notified of these procedures in the survey materials, website, or privacy notice

as required by the contracting organization. See Appendix A-6.1
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7.4 1f no formal redress is provided, what alternatives are available to the individual?

Redress is the process by which an individual gains access to his or her records and seeks
corrections or amendments to those records. Redress may be provided through the Privacy Act and
Freedom of Information Act (FOIA), and also by other processes specific to a program, system, or
group of systems. Example: Some projects allow users to directly access and correct/update their
information online. This helps ensures data accuracy.

This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management.

In addition to contacting project staff, survey respondents often have the option of
supplementing, editing, or deleting their contact information and survey responses.

7.5 PRIVACY IMPACT ASSESSMENT: Access, redress, and correction

Discuss what risks there currently are related to the Department’s access, redress, and correction
policies and procedures for this system and what, if any, steps have been taken to mitigate those
risks. For example, if a project does not allow individual access, the risk of inaccurate data needs
to be discussed in light of the purpose of the project. For example, providing access to ongoing law
enforcement activities could negatively impact the program’s effectiveness because the individuals
involved might change their behavior. (Work with your Privacy Officer (PO) to complete all Privacy Risk
questions in this section).

Consider the following FIPPs below to assist in providing a response:
Principle of Individual Participation: The individual must be provided with the ability to find out
whether a project maintains a record relating to them.

Principle of Individual Participation: If access and/or correction is denied, then is the individual
must be provided notice as to why the denial was made and how to challenge such a denial.

Principle of Individual Participation: The mechanism by which an individual is able to prevent
information about them obtained for one purpose from being used for other purposes without their
knowledge.

This question is related to privacy control IP-3, Redress.

Follow the format below:

Privacy Risk:

There is a risk that incorrect information could be stored on FHE because that information was
incorrectly updated in the source systems or data sources (files/databases) provided by that source
system.

Mitigation:

Subjects have previously consented to having their data stored on the systems that provide the
information that is stored on FHE through the HIPAA authorization and subject consent process. If a
subject’s information in incorrect, the subject will need to access, redress, and correct that
information via the source systems’ access, redress, and correction processes. Veterans selected to
participate in a particular research study are provided with a toll-free number that they can use to find
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out about more details related to the study and can also request to make corrections to any contact
information or request to be removed from the research study being conducted. Privacy and data use
and confidentiality statements are also provided with all data collection materials as well as posted on
any information systems that collect data related to a study participant selected for a research study.

Section 8. Technical Access and Security

The following questions are intended to describe technical safeguards and security measures. (Work
with your ISSO to complete this section).

8.1 The procedures in place to determine which users may access the system, must be
documented.

These questions are related to privacy control AR-7, Privacy-Enhanced System Design and
Development.

8.1a Describe the process by which an individual receives access to the system?

Individuals may access information only after passing VA background screening and
authorization by an identified approval authority (e.g., the VA project officer or the Westat project
director). Individuals and associated access privileges are tracked in a roster. All staff are required
to sign Non-Disclosure Agreement, Confidentiality Agreements Rules of Behavior, have background
screenings and take VA security awareness and privacy training as required by the VA. Contracts are
reviewed monthly by the COR and annually by VA finance representatives.

8.1b Identify users from other agencies who may have access to the system and under what roles
these individuals have access to the system. Who establishes the criteria for what P1l can be shared?

Users from other government agencies outside the VA do not have access to the system.

8.1c Describe the different roles in general terms that have been created to provide access to the
system? For example, certain users may have "read-only" access while others may be permitted to
make certain amendments or changes to the information.

Westat staff have access to information based on the roles assigned to them and as authorized
by the VA project officer(s) or Westat project director(s) of the project(s) to which each individual is
assigned. Roles include Web/Database developers, SAS analysts, Network Admins, Project support
staff, and Field Room staff.

8.2a. Will VA contractors have access to the system and the P11?

Per the VA contract, contractors are only allowed to access the SFTP site provisioned by the
Westat’s FHE to exchange encrypted data files for a given project. All contractors are required to
sign a MOU, BAA, or NDA as required by the VA contract.

8.2b. What involvement will contractors have with the design and maintenance of the system?

There is no contractor involvement with the design and maintenance of the FHE
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8.2c. Does the contractor have a signed confidentiality agreement?

Yes —all contractors are required to sign one or more of the following: Confidentiality
Agreement, MOU, BAA, or NDA as required by the VA contract.

8.2d. Does the contractor have an implemented Business Associate Agreement for applicable
PHI?

Yes —all contractors are required to sign one or more of the following: Confidentiality
Agreement, MOU, BAA, or NDA as required by the VA contract.

8.2e. Does the contractor have a signed non-Disclosure Agreement in place?
If so, how frequently are contracts reviewed and by whom? Describe the necessity of the access
provided to contractors to the system and whether clearance is required. If Privacy Roles and
Responsibilities have been established to restrict certain users to different access levels, please
describe the roles and associated access levels. Explain the need for VA contractors to have access
to the PII. This question is related to privacy control AR-3, Privacy Requirements for Contractors,
and Service Providers.

All contractor Confidentiality Agreements, MOUs, BAAs, or NDAs are reviewed and re-
signed annually for multiyear contracts or signed at the inception of a project as required by the VA
contract.

8.3 Describe what privacy training is provided to users either generally or specifically relevant
to the program or system?

VA offers privacy and security training. Each program or system may offer training specific to the
program or system that touches on information handling procedures and sensitivity of information.
Please describe how individuals who have access to Pll are trained to handle it appropriately.
This question is related to privacy control AR-5, Privacy Awareness and Training.

Westat employees are required to take Westat HIPAA training, Security Awareness Training and VA
security training provided in the VA Talent Management System (TMS). All Westat staff are
required to sign the FHE Rules of Behavior

8.4 The Authorization and Accreditation (A&A) completed for the system.

8.4a If Yes, provide:

The Security Plan Status: Approved

The System Security Plan Status Date: June 26, 2023

The Authorization Status: Approved

The Authorization Date: August 11, 2023

The Authorization Termination Date: July 27, 2025

The Risk Review Completion Date: The FIPS 199 classification of the system
(LOW/MODERATE/HIGH): High

Please note that all systems containing SPI are categorized at a minimum level of “moderate” under
Federal Information Processing Standards Publication 199.

o wdE

8.4b 1f No or In Process, provide your Initial Operating Capability (I0C) date.
N/A
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Section 9 - Technology Usage
The following questions are used to identify the technologies being used by the IT system or project.

9.1 Does the system use cloud technology? If so, what cloud model is being utilized?

If so, Does the system have a FedRAMP provisional or agency authorization? If the system does
use cloud technology, but does not have FedRAMP authorization, explain how the Cloud Service
Provider (CSP) solution was assessed and what FedRAMP documents and processes were used
for the assessment in order to comply with VA Handbook 6517. Types of cloud models include:
Software as a Service (SaaS), Infrastructure as a Service (laaS), Platform as a Service (PaaS),
Commercial off the Shelf (COTS), Desktop as a Service (DaaS), Mobile Backend as a Service
(MBaas$), Information Technology Management as a Service (ITMaaS). This question is related
to privacy control UL-1, Information Sharing with Third Parties. (Refer to question 1.8 of the
PTA)

The Westat FHE does not use cloud technology.

9.2 Does the contract with the Hosting Cloud Service Provider, Contractors and VA customers
establish who has ownership rights over data including P11? (Provide contract number
and supporting information about P11/PHI from the contract). (Refer to question 3.3.1
of the PTA) This question is related to privacy control AR-3, Privacy Requirements for
Contractors, and Service Providers.

The Westat FHE does not use a Cloud Service Provide (CSP).

9.3 Will the CSP collect any ancillary data and if so, who has ownership over the ancillary
data?
Per NIST 800-144, cloud providers hold significant details about the accounts of cloud
consumers that could be compromised and used in subsequent attacks. Ancillary data also
involves information the cloud provider collects or produces about customer-related activity in
the cloud. It includes data collected to meter and charge for consumption of resources, logs and
audit trails, and other such metadata that is generated and accumulated within the cloud
environment. This question is related to privacy control DI-1, Data Quality.

The Westat FHE does not use a CSP.

9.4 NIST 800-144 states, “Organizations are ultimately accountable for the security and
privacy of data held by a cloud provider on their behalf.” Is this principle described in
contracts with customers? Why or why not?

What are the roles and responsibilities involved between the organization and cloud provider,
particularly with respect to managing risks and ensuring organizational requirements are met?
This question is related to privacy control AR-3, Privacy Requirements for Contractors and
Service Providers.

The Westat FHE does not use a CSP.

9.5 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the
bots.
Robotic Process Automation is the use of software scripts to perform tasks as an automated
process that executes in parallel with or in place of human input. For example, will the
automation move or touch PII/PHI information. RPA may also be referred to as “Bots” or
Artificial Intelligence (Al).
The Westat FHE does not utilize Robotic Process Automation (RPA).
Version date: October 1, 2024
Page 37 of 41



Section 10. References

Summary of Privacy Controls by Family

Summary of Privacy Controls by Family

ID Privacy Controls
AP Authority and Purpose
AP-1 Authority to Collect
AP-2 Purpose Specification
AR Accountability, Audit, and Risk Management
AR-1 Governance and Privacy Program
AR-2 Privacy Impact and Risk Assessment
AR-3 Privacy Requirements for Contractors and Service Providers
AR-4 Privacy Monitoring and Auditing
AR-5 Privacy Awareness and Training
AR-7 Privacy-Enhanced System Design and Development
AR-8 Accounting of Disclosures
DI Data Quality and Integrity
DI-1 Data Quality
DI-2 Data Integrity and Data Integrity Board
DM Data Minimization and Retention
DM-1 Minimization of Personally Identifiable Information
DM-2 Data Retention and Disposal
DM-3 Minimization of PIl Used in Testing, Training, and Research
IP Individual Participation and Redress
IP-1 Consent
IP-2 Individual Access
IP-3 Redress
IP-4 Complaint Management
SE Security
SE-1 Inventory of Personally Identifiable Information
SE-2 Privacy Incident Response
TR Transparency
TR-1 Privacy Notice
TR-2 System of Records Notices and Privacy Act Statements
TR-3 Dissemination of Privacy Program Information
UL Use Limitation
UL-1 Internal Use
UL-2 Information Sharing with Third Parties
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Signature of Responsible Officials

The individuals below attest that the information provided in this Privacy Impact

Assessment is true and accurate.

MICHELLE Digitally sighed by MICHELLE

CHRISTIANO

CHRISTIANO Date: 2025.02.12 08:32:23 -05'00'

Privacy Officer, Michelle Christiano

Digitally signed by STUART

STUART Digtally
CHASE %%{310'2025.02.12 08:37:17

Information Systems Security Officer, Stuart Chase

JOSEPH Digitally signed by JOSEPH
HOLSTON
HOLSTON Date: 2025.02.12 09:05:34 -05'00"

Information Systems Owner, Joseph Holston
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APPENDIX A-6.1

Please provide a link to the notice or verbiage referred to in Section 6 (a notice may include a
posted privacy policy; a Privacy Act notice on forms; screen shot of a website collection privacy
notice).

https://vhasoe.org/#FAQ

How will you protect my privacy?

Your identity and your answers will be protected to the fullest extent allowed by law.

Your personal information will be secured in a protected electronic file

Your answers will be combined with answers from other Veterans in the study and secured in a protected electronic file.
Your answers will not be connected to your name.

Your answers will be identified by a number only.

Your personal information will not be put in any report about this survey.

Privacy

Your identity and your answers will be protected to the fullest extent allowed by law.

Your personal information will be secured in a protected electronic file.

Your answers will be combined with answers from other Veterans in the study and secured in a protected electronic file
Your answers will not be connected io your name.

Your answers will be identified by a number anly.

Your personal information will not be put in any report about this survey.

Paperwork Reduction Act and Privacy Statement:

This information is being collected in accordance with section 3507 of the Paperwork Reduction Act of 1995, Accordingly, we may not conduct or sponsor,
and you are not required to respond to, a collection of information unless it displays a valid OMB number. We anticipate that the time expended to complete
this survey will average 20 minutes. This includes the time needed to follow instructions, gather the necessary facts, and respond to the questions. The
information you provide will help inform VA Health Care service delivery improvements by providing additional background information about the Veterans we
serve. Any information you provide will be kept private to the extent provided by law. Participation in this survey is voluntary, and failure to respond will
not have any impact on your entitlement to VA benefits.

OME CONTROL NUMBER: 2900-0609
ESTIMATED BURDEN: 20 MINUTES
EXPIRATION DATE: 01/31/2025

Contact

Call the Survey of Enrollees Information Center at 1-888-383-9050 or send an e-mail to
questions@VHASoE.org. Center staff are available seven days a week from 9:00 am to 9:00 pm
Eastern Time.

For assistance with VA benefits or health care, or to update your contact information, contact MyVA at
1-800-698-2411 (1-800-MyVA411) or go online at www.va.gov. You may also contact your local VA
Hospital Patient Advocate.

If you're a Veteran in crisis or concerned about one, contact the Veterans Crisis Line to receive 24/7
confidential support. You don't have to be enrolled in VA benefits or health care to connect. To reach
responders, dial 988 then press 1, chat online at VeteransCrisisLine.net/Chat, or text 838255.
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HELPFUL LINKS:

Records Control Schedule 10-1 (va.gov)

General Records Schedule
https://www.archives.gov/records-mgmt/grs.html

National Archives (Federal Records Management):

https://www.archives.gov/records-mgmt/grs

VA Publications:
https://www.va.qgov/vapubs/

VA Privacy Service Privacy Hub:
https://dvagov.sharepoint.com/sites/OITPrivacyHub

Notice of Privacy Practice (NOPP):
VHA Directive 1605.04
IB 10-163p (va.gov)
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	Abstract 
	The abstract provides the simplest explanation for “what does the system do for VA?”. 
	Westat FHE supports various VA research studies that require systems/applications to collect data via web, paper, and telephone surveys, data analysis, and reporting and delivery of data. Surveys support the objectives specified in the project contracts. Information collected by these surveys is stored and managed in the Westat FHE system boundary. 
	Overview 
	The overview is the most important section of the Privacy Impact Assessment (PIA). A thorough and clear overview gives the reader the appropriate context to understand the responses in the PIA. The overview should contain the following elements:  
	P
	1
	1
	1
	 General Description 
	A.
	A.
	A.
	What is the business purpose of the program, IT system, or technology and how it relates tothe program office and agency mission?

	B.
	B.
	Who is the owner or has control of the IT system or project? If the system has an eMASSentry, ensure this information matches with the eMASS entry.

	C.
	C.
	Indicate the expected number of individuals whose information is stored in the system andinclude a brief description of the typical client or affected individual?Data managed and collected for an individual VA contract can be as few as 1,000 to as manyas 100,000 thousand Veterans depending on the nature of the research study.  The authorityfor the system is Title 38, United States Code, chapter 73, section 7301.

	LI
	Lbl

	D.
	D.
	What information sharing is conducted by the IT system? A general description of themodules and components, where relevant, and their functions.

	E.
	E.
	Are the modules/subsystems only applicable if information is shared?

	F.
	F.
	Is the system operated in more than one site to include primary and secondary site, and if so,a description of how use of the system and PII is maintained consistently in all sites and if thesame controls are used across sites?

	G.
	G.
	What is the citation of the legal authority and SORN to operate the IT system?

	H.
	H.
	If the system is in the process of being modified and a SORN exists, will the SORN requireamendment or revision and approval?

	I.
	I.
	Will the business processes change due to the information collection and sharing?☐ Yes☒ No

	J.
	J.
	Will the technology changes impact information collection and sharing?☐ Yes☒ No





	P
	P
	Westat VA Project Support System (FHE) provides scientific and technical support to program evaluations, research, analysis, and the management and operations of VA projects under contract with Westat.  The Westat FHE is a complete and secure computing environment hosted on Westat’s corporate network located at 1600 Research Blvd Rockville 20850.  Westat plans to relocate the FHE host environment in November 2025 to CoreSite Data Center, located at 12100 Sunrise Valley Drive, Reston VA, 20191.  System netwo
	However, Westat’s FHE is set up for and has supported VA research, gathering information from many thousands of veterans, as directed and contractually required by VA.  The expected number of individuals whose information is collected managed and stored within Westat’s FHE varies by VA contract.  Data managed and collected for an individual VA contract can be as few as 1,000 to more than 100,000 thousand depending on the nature of the research study.  The authority for the system is Title 38, United States 
	P
	P
	This system is VA Controlled / non-VA Owned and Operated. 
	The Westat FHE is owned and operated by Westat but controlled by the VA. 
	P
	2.Information Collection and Sharing
	Check if Applicable 
	Check if Applicable 
	Check if Applicable 
	Check if Applicable 
	Check if Applicable 

	Demographic of individuals 
	Demographic of individuals 



	☒ 
	☒ 
	☒ 
	☒ 

	Veterans or Dependents 
	Veterans or Dependents 


	☐ 
	☐ 
	☐ 

	VA Employees 
	VA Employees 


	☐ 
	☐ 
	☐ 

	Clinical Trainees 
	Clinical Trainees 


	☐ 
	☐ 
	☐ 

	VA Contractors 
	VA Contractors 


	☐ 
	☐ 
	☐ 

	Members of the Public/Individuals 
	Members of the Public/Individuals 


	☐ 
	☐ 
	☐ 

	Volunteers 
	Volunteers 




	P
	What is a general description of the information in the IT system and the purpose for collecting this information? 
	P
	The purpose of collecting this information is to support the research, analysis, and reporting objectives of a VA research contract.  The types, sizes, and sensitivity of the information utilized by VA projects can vary according to specific VA research projects. Some projects may store no privacy-related information at all.  The FHE is set up to gather information from 1000 – 100,000 thousand (or more) Veteran as directed and contractually required by VA.  Data are collected from Veteran study participants
	P
	P
	Information sharing may occur with external partner organizations that work with Westat aspart of a VA contract or with vendors that provide support for specific services.  For example,a file containing the names and addresses of Veterans may be shared with a print vendorresponsible for mailing hardcopy questionnaires to study participants.  Data are exchangedwith partner organizations and /or vendors via Secure File Transfer Protocol (SFTP)provisioned by the FHE.
	P
	Yes, the SFTP server is only applicable when information is shared/exchanged 
	P
	P
	The FHE is operated in one site location on Westat’s corporate campus located at 1600Research Blvd Rockville, MD 20850
	P
	3.Legal Authority and System of Record Notices (SORN)
	P
	34VA10 / 86 FR 33015, Veteran, Patient, Employee, and Volunteer Research and Development Project Records—VA (6/23/2021)   
	Published in the Federal Register / Vol. 86, No. 118 / Wednesday, June 23, 2021 / Notices indicated as "AUTHORITY FOR MAINTENANCE OF THE SYSTEM: Title 38, United States Code, Section 7301." 
	 
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf


	P
	H.What is the SORN?
	P
	34VA10 / 86 FR 33015, Veteran, Patient, Employee, and Volunteer Research and Development Project Records—VA (6/23/2021)   
	 
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf


	P
	I.SORN revisions/modification
	No SORN revisions or modifications are required for this system 
	P
	P
	No amendment or revision to the SORN will be required prior to approval. 
	P
	4.System Changes
	P
	P
	P
	P
	Section 1. Characterization of the Information 
	The following questions are intended to define the scope of the information requested and collected as well as the reasons for its collection as part of the program, IT system, or technology being developed. 
	1.1 Information collected, used, disseminated, created, or maintained in the system. 
	L
	LI
	Lbl


	Identify and list all Sensitive Personal Information (SPI) that is collected and stored in the system, including Individually Identifiable Information (III), Individually Identifiable Health Information (IIHI), Protected Health Information (PHI), and Privacy- Protected Information. For additional information on these information types and definitions, please see VA Directives and Handbooks in the 6500 series (). If the system creates information (for example, a score, analysis, or report), list the informat
	https://vaww.va.gov/vapubs/
	https://vaww.va.gov/vapubs/


	P
	If a requesting system receives information from another system, such as a response to a background check, describe what information is returned to the requesting system.  
	This question is related to privacy control AP-1, Authority to Collect, and AP-2, Purpose Specification. 
	P
	The information selected below must match the information provided in question 2.1 as well as the data elements columns in 4.1 and 5.1. It must also match the information provided in question 3.4 of the PTA. 
	P
	Please check any information listed below that your system collects, uses, disseminates, creates, or maintains. If additional SPI is collected, used, disseminated, created, or maintained, please list those in the text box below: 
	 Name 
	 Full Social Security Number  Partial Social Security Number 
	 Date of Birth 
	 Mother’s Maiden Name 
	 Personal Mailing Address 
	 Personal Phone Number(s) 
	 Personal Fax Number Personal Email Address 
	 Emergency Contact Information (Name, Phone Number, etc. of a different individual) 
	 Financial Information 
	 Health Insurance Beneficiary Numbers 
	Account Numbers 
	 Certificate/License numbers1 
	1 *Specify type of Certificate or License Number (e.g., Occupational, Education, Medical) 
	1 *Specify type of Certificate or License Number (e.g., Occupational, Education, Medical) 
	P

	 Vehicle License Plate Number 
	 Internet Protocol (IP) Address Numbers 
	 Medications 
	 Medical Records 
	 Race/Ethnicity 
	 Tax Identification Number 
	 Medical Record Number 
	 Gender/Sex 
	 Integrated Control Number (ICN) 
	 Military History/Service Connection 
	 Next of Kin 
	 Date of Death 
	 Business Email Address 
	 Electronic Data Interchange Personal Identifier (EDIPI)  
	 Other Data Elements (list below) 
	P
	P
	P
	P
	P
	P
	P
	•
	•
	•
	Other PII/PHI data elements: Occupation Information, Education Information, Marital Status,Sample ID may be collected or created as part of a survey to support a VA research project.


	P
	1.2 List the sources of the information in the system  
	These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent. 
	P
	1.2a List the individual, entity, or entities providing the specific information identified above. For example, is the information collected directly from the individual as part of an application for a benefit, or is it collected from other sources such as commercial data aggregators?  
	P
	•
	•
	•
	Information is collected directly from the individual as part of the survey application.


	P
	1.2b Describe why information from sources other than the individual is required? For example, if a program’s system is using data from a commercial aggregator of information or data taken from public Web sites, state the fact that this is where the information is coming from and then in question indicate why the system is using this source of data.  
	P
	Information from other sources is used to support the research requirements and objectives of the individual VA contract.  Additional data is used to augment study information and update participant information such as addresses and phone numbers, to ensure that study information is current and study participants are not inadvertently contacted.  To support hardcopy mailing and tracing of individuals, Westat could use one or more of the following commercial services to perform individual tracing to update c
	•
	•
	•
	White pages Premium ()
	https://www.whitepages.com
	https://www.whitepages.com




	•
	•
	•
	Fast people ()
	https://www.fastpeoplesearch.com
	https://www.fastpeoplesearch.com



	LI
	Lbl
	•General Google search

	•
	•
	Property searches

	•
	•
	True people (
	https://www.truepeoplesearch.com
	https://www.truepeoplesearch.com



	•
	•
	Obituaries

	•
	•
	US Phone Book

	•
	•
	People Finders ()
	https://www.peoplefinders.com/
	https://www.peoplefinders.com/



	•
	•
	Voter Registration

	•
	•
	USA People Search ()
	https://www.usa-people-search.com/address-search
	https://www.usa-people-search.com/address-search



	LI
	Lbl
	•LinkedIn (through Google search)

	LI
	Lbl
	•National Change of Address (NCOA)


	P
	1.2c Does the system create information (for example, a score, analysis, or report), list the system as a source of information?  
	Systems that collect data on behalf of a VA research project under contract with Westat may have as part of its study requirements, data analysis and reporting.  As part of the data analysis derived variables, scores, and weighting variables may be created as part of these tasks. Additionally, statistical reports containing these derived variables may be created and used as part of the VA contract to report the outcomes of the research study. 
	P
	1.3 Methods of information collection  
	These questions are related to privacy controls DI-1, Data Quality, and IP-1, Consent. 
	L
	LI
	Lbl


	1.3a This question is directed at the means of collection from the sources listed in question 1.2. Information may be collected directly from an individual, received via electronic transmission from another system, or created by the system itself. Specifically, is information collected through technologies or other technologies used in the storage or transmission of information in identifiable form?  
	P
	 Information is collected in a variety of ways, depending on the requirements of the contracting VA organization. These include:  
	•
	•
	•
	Paper forms, typically surveys completed by individual respondents or participants.

	•
	•
	Web surveys and online forms completed by study participants or completed by a telephoneinterviewer by phone.

	•
	•
	Data files provided by the contracting VA organization.

	•
	•
	Data files provided by other agencies or organizations, which are provided through thecontracting VA organization and stored as electronic data files within the FHE.

	•
	•
	WebEx teleconferencing software to support cognitive interviews and focus groups with asmall group of study participants to test how well study participants understand surveyquestions and other survey materials.

	•
	•
	Data generated by project staff (e.g., receipt control data, data collected via telephone, scans,etc.) and stored as electronic files or data within the FHE.


	P
	L
	LI
	Lbl
	•Westat also may use vendor lookup services to perform individual tracing to update contactinformation and phone numbers of select study participants who have incomplete or


	L
	LI
	Lbl
	inaccurate contact information.  VA data is not shared directly with these vendor services. The following is a list of vendors Westat may use to perform this task: 

	LI
	Lbl
	•White pages Premium ()
	https://www.whitepages.com
	https://www.whitepages.com



	•
	•
	Fast people ()
	https://www.fastpeoplesearch.com
	https://www.fastpeoplesearch.com



	LI
	Lbl
	•General Google search

	•
	•
	Property searches

	•
	•
	True people (
	https://www.truepeoplesearch.com
	https://www.truepeoplesearch.com



	•
	•
	Obituaries

	•
	•
	US Phone Book

	•
	•
	People Finders ()
	https://www.peoplefinders.com/
	https://www.peoplefinders.com/



	•
	•
	Voter Registration

	•
	•
	USA People Search ()
	https://www.usa-people-search.com/address-search
	https://www.usa-people-search.com/address-search



	LI
	Lbl
	•LinkedIn (through Google search)

	LI
	Lbl
	•National Change of Address (NCOA)


	P
	1.3b If the information is collected on a form and is subject to the Paperwork Reduction Act, what is the form’s OMB control number and the agency form number? 
	P
	OMB control number will vary by VA contract.  The current OMB control number for the 2023 VA Survey of Enrollees is 2900-0609 
	1.4 Information checks for accuracy, and how often will it be checked. 
	These questions are related to privacy controls DI-1, Data Quality, and DI-2, Data Integrity and Integrity Board. 
	L
	LI
	Lbl


	1.4a Discuss whether and how often information stored in the system is checked for accuracy. Is information in the system checked against any other source of information (within or outside your organization) before the information is used to make decisions about an individual? For example, is there a computer matching agreement in place with another government agency? For systems that receive data from internal data sources or VA IT systems, describe the system checks to ensure that data corruption has not 
	P
	Information is checked for accuracy by methods consistent with best practices for the contracted activity.  These methods may include, but are not limited to, cross-check comparisons between sources, statistical analysis, data validation, and periodic review. 
	P
	1.4b Does the system check for accuracy by accessing a commercial aggregator of information, describe this process and the levels of accuracy required by the contract? 
	P
	Westat uses Statistical Analysis System (SAS) to verify information and SQL queries to check the accuracy of information in data files provided or collected as part of a research study. Methods may include, but are not limited to, cross-check comparisons between sources, statistical analysis, data validation, and periodic review.   
	P
	1.5 Identify the specific legal authorities, arrangements, and agreements that defined the collection of information.  
	L
	LI
	Lbl


	List the full legal authority for operating the system, specifically the authority to collect the information listed in question 1.1. Provide the authorities in a manner understandable to any potential reader, i.e., do not simply provide a legal citation; use statute names or regulations in addition to citations. Legal authorities include Federal laws, regulations, statutes, and Executive Orders. This question is related to privacy control AP-1, Authority to Collect 
	Privacy-related information is collected under legal authorities cited or referenced in the individual project contracts.  The FHE supports VA projects at Westat, as directed and authorized by the contracting VA organization.  The authority for the system is Title 38, United States Code, chapter 73, section 7301 
	1.6 PRIVACY IMPACT ASSESSMENT: Characterization of the information  
	Consider the specific data elements collected and discuss the potential privacy risks and what steps, if any are currently being taken to mitigate those identified risks.  (Work with your System ISSO to complete this section) 
	P
	Consider the following Fair Information Practice Principles (FIPPs) when assessing the risk to individual privacy:  
	P
	Principle of Purpose Specification:  The collection ties with the purpose of the underlying mission of the organization and its enabling authority.  
	P
	Principle of Minimization: The information is directly relevant and necessary to accomplish the specific purposes of the program.  
	P
	Principle of Individual Participation:  The program, to the extent possible and practical, collects information directly from the individual.  
	P
	Principle of Data Quality and Integrity:  VA policies and procedures must ensure that personally identifiable information is accurate, complete, and current.  
	This is related to privacy control AR-1, Governance and Privacy Program, and AR-2, Privacy Impact and Risk Assessment. 
	P
	Follow the format below when entering your risk assessment: 
	P
	Privacy Risk:  
	Disclosure of a body of personally identifiable information, which may include SSNs, that if disclosed may expose the individual to financial loss or identity theft.  Disclosure of military service details that may compromise the individual’s reputation, circumstances, or safety. Disclosure of medical, personal, or other information that may compromise the individual’s reputation or circumstances.  Disclosure of participation in a particular study or activity, where knowledge of participation may adversely 
	P
	P
	Mitigation:  
	The information system is protected through adherence to the NIST Risk Management Framework for data at the High sensitivity level.  This includes the implementation of all required security 
	controls as described in NIST Special Publication 800-53 Revision 5, "Security and Privacy Controls for Federal Information Systems and Organizations".  
	P
	Information is secured by Westat’s FHE through the use of access controls, personnel security awareness and training, regular auditing of information, and information management processes.  Additionally, careful monitoring of a properly authorized information system, control of changes to the system, appropriate handling and testing of contingencies and contingency planning, ensuring that all users of the information system are properly identified and authorized for access and that they are aware of the rul
	P
	Section 2. Uses of the Information 
	The following questions are intended to clearly delineate the use of information and the accuracy of the data being used.  
	2.1 Describe how the information in the system that will be used in support of the program’s business purpose.  
	L
	LI
	Lbl


	Identify and list each use (both internal and external to VA) of the information collected or maintained. This question is related to privacy control AP-2, Purpose Specification. 
	P
	All information managed in the FHE is used to support research studies under contract between Westat and the Veterans Administration.  Data and information are used to conduct web, paper, and phone surveys, statistical/data analysis, and reporting for the Veterans’ Administration. Privacy-related information is typically used for:  
	•
	•
	•
	Contacting prospective participants

	•
	•
	Requesting information from other sources (if required)

	•
	•
	Statistical processing and analysis

	•
	•
	Longitudinal data collection/generation

	•
	•
	Aggregation into de-identified (i.e., abstracted or aggregated) data products

	•
	•
	Aggregation into de-identified reports and publications


	P
	L
	LI
	Lbl
	LBody


	PII/PHI Data Element
	PII/PHI Data Element
	PII/PHI Data Element
	PII/PHI Data Element
	PII/PHI Data Element
	PII/PHI Data Element
	PII/PHI Data Element
	 



	Internal Use
	Internal Use
	Internal Use
	Internal Use
	 



	External Use
	External Use
	External Use
	External Use
	 





	Name
	Name
	Name
	Name
	Name
	Name
	 



	Used as study participant 
	Used as study participant 
	Used as study participant 
	Used as study participant 
	identifier 



	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	mailing materials 




	Full Social Security Number
	Full Social Security Number
	Full Social Security Number
	Full Social Security Number
	Full Social Security Number
	 



	Used as study participant 
	Used as study participant 
	Used as study participant 
	Used as study participant 
	identifier 



	Only of if necessary to obtain 
	Only of if necessary to obtain 
	Only of if necessary to obtain 
	Only of if necessary to obtain 
	administrative records or other information to support the study 






	Date of Birth 
	Date of Birth 
	Date of Birth 
	Date of Birth 
	Date of Birth 

	Used to identify participants' 
	Used to identify participants' 
	Used to identify participants' 
	Used to identify participants' 
	age and confirm participants' identity 



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	--but may be included on a survey or provided in a survey results file delivered to VA 




	Personal Mailing Address
	Personal Mailing Address
	Personal Mailing Address
	Personal Mailing Address
	Personal Mailing Address
	 



	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	mailing materials 



	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	Used to send hard copy 
	mailing materials 




	Personal Phone Number(s)
	Personal Phone Number(s)
	Personal Phone Number(s)
	Personal Phone Number(s)
	Personal Phone Number(s)
	 



	Used to conduct a telephone survey. 
	Used to conduct a telephone survey. 
	L
	LI
	Lbl



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Personal Email Address
	Personal Email Address
	Personal Email Address
	Personal Email Address
	Personal Email Address
	 



	Used to send email notifications and follow-up reminders to study participants. 
	Used to send email notifications and follow-up reminders to study participants. 
	L
	LI
	Lbl



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Financial Information
	Financial Information
	Financial Information
	Financial Information
	Financial Information
	 



	Information such as annual 
	Information such as annual 
	Information such as annual 
	Information such as annual 
	income may be collected as part of a survey in support of a VA research study 



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	--but may be included on a survey or provided in a survey results file delivered to VA 




	Internet Protocol (IP) Address Numbers 
	Internet Protocol (IP) Address Numbers 
	Internet Protocol (IP) Address Numbers 
	P

	Collected as part of the web 
	Collected as part of the web 
	Collected as part of the web 
	Collected as part of the web 
	survey application, captured in server logs 



	Not used externally
	Not used externally
	Not used externally
	Not used externally
	 




	Medications 
	Medications 
	Medications 

	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	web or mail survey  



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Medical Records 
	Medical Records 
	Medical Records 

	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	VA Research Study 



	Not shared externally but may 
	Not shared externally but may 
	Not shared externally but may 
	Not shared externally but may 
	be used to support a VA research study 




	Medical Record Number 
	Medical Record Number 
	Medical Record Number 

	Unique identifier to look up 
	Unique identifier to look up 
	Unique identifier to look up 
	Unique identifier to look up 
	medical history as part of a VA research study  



	May be shared with the VA to 
	May be shared with the VA to 
	May be shared with the VA to 
	May be shared with the VA to 
	obtain related information or included in a survey results file delivered to VA 




	Race/Ethnicity 
	Race/Ethnicity 
	Race/Ethnicity 

	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	May be collected as part of a 
	survey and used to support data analysis 



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Gender/Sex 
	Gender/Sex 
	Gender/Sex 

	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	survey and used to support data analysis 



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Integrated Control Number (ICN) 
	Integrated Control Number (ICN) 
	Integrated Control Number (ICN) 

	Used as study participant 
	Used as study participant 
	Used as study participant 
	Used as study participant 
	identifier 



	Used to link to VA 
	Used to link to VA 
	Used to link to VA 
	Used to link to VA 
	administrative data/records 




	Military History/Service Connection 
	Military History/Service Connection 
	Military History/Service Connection 

	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	survey and used to support data analysis by military branch/service 



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 




	Date of Death 
	Date of Death 
	Date of Death 

	May be used to remove 
	May be used to remove 
	May be used to remove 
	May be used to remove 
	deceased study participants from the sample to avoid contacting households to participate in a research study  



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	- but may be included in a survey results file delivered to VA 






	Occupation information 
	Occupation information 
	Occupation information 
	Occupation information 
	Occupation information 

	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	survey and used to support data analysis  



	Not used externally 
	Not used externally 
	Not used externally 
	Not used externally 
	but may be included in a survey results file delivered to VA 




	Education information 
	Education information 
	Education information 

	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	survey and used to support data analysis 



	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	included in a survey results file delivered to VA 




	Marital Status 
	Marital Status 
	Marital Status 

	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	Maybe collected as part of a 
	survey and used to support data analysis 



	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	included in a survey results file delivered to VA 




	Sample ID 
	Sample ID 
	Sample ID 

	Sample ID is a randomly generated ID number used to uniquely identify a study participant. ID is used for sampling and statistical data analysis and linking participant record to other data files. 
	Sample ID is a randomly generated ID number used to uniquely identify a study participant. ID is used for sampling and statistical data analysis and linking participant record to other data files. 

	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	Not used externally but may be 
	included in a survey results file delivered to VA 






	P
	2.2 Describe the types of tools used to analyze data and what type of data may be produced. 
	These questions are related to privacy controls DI-1, Data Quality, DI-2, Data Integrity and Integrity Board, and SE-1, Inventory of Personally Identifiable Information. 
	L
	LI
	Lbl


	2.2a Many systems sift through large amounts of information in response to a user inquiry or programmed functions. Systems may help identify areas that were previously not obvious and need additional research by agents, analysts, or other employees. Some systems perform complex analytical tasks resulting in, among other types of data, matching, relational analysis, scoring, reporting, or pattern analysis. Describe any type of analysis the system conducts and the data that is created from the analysis? 
	P
	Research projects supported by the Westat FHE may perform a variety of analyses of privacy-related data.  At Westat, this is usually performed using Statistical Analysis System (SAS) and Excel.  New information about individuals may be generated as inputs to analysis or as intermediate products during analysis.  Privacy-related data are most often not included in the final, deliverable research results. 
	L
	LI
	Lbl


	2.2b If the system creates or makes available new or previously unutilized information about an individual, explain what will be done with the newly derived information. Will it be placed in the individual's existing record? Will a new record be created? Will any action be taken against or for the individual identified because of the newly derived data? If a new record is created, will the newly created information be accessible to Government employees who make determinations about the individual? If so, ex
	P
	Research projects supported by the Westat FHE may perform a variety of analyses of privacy-related data.  At Westat, this is usually performed using Excel and Statistical Analysis System (SAS).  New information about individuals may be generated as inputs to analysis or as intermediate products during analysis.  Privacy-related data are most often not included in the final, deliverable research results.  Any action taken for or against an individual because of any derived 
	data /information or that is made available to the government, or its employees is done at the discretion of the VA, not by Westat. 
	P
	2.3 How the information in the system is secured.  
	These questions are related to security and privacy controls SC-9, Transmission Confidentiality, and SC-28, Protection of Information at Rest.  
	P
	2.3a What measures are in place to protect data in transit and at rest? 
	P
	The information system is protected through adherence to the NIST Risk Management Framework for data at the High sensitivity level.  This includes the implementation of all required security controls as described in NIST Special Publication 800-53 Revision 5, "Security and Privacy Controls for Federal Information Systems and Organizations”.  Confidential or sensitive information is protected during transmission to and from Westat computer systems using Transport Layer Security (TLS), digital certificates, a
	P
	 Hardcopy material or system-generated output containing confidential data is stored in secure rooms and locked cabinets.  Westat's FHE network consists of a system of redundant firewalls and redundant Internet connections to support websites, email, and SFTP access for projects and corporate functions requiring these services.  Several network zones with varying levels of access restrictions have been established on the firewall.  With this configuration, resources that require restricted access controls, 
	P
	Intrusion detection signature patterns are automatically updated regularly by the firewall application vendor to keep pace with the latest techniques used to break into networks.  Westat performs vulnerability scans weekly on servers to identify possible vulnerabilities.  Results are made available to the appropriate systems technical administrators and managers who are required to respond with information on any corrective actions taken.  Server and workstation operating systems are updated with applicable
	P
	P
	2.3b If the system is collecting, processing, or retaining Social Security Numbers, are there additional protections in place to protect SSNs? (refer to PTA question 3.8). 
	In addition to the measures described in Section 2.3a above, Westat takes additional steps to protect electronic data files that contain SSNs.  Electronic data files containing SSN are encrypted using FIPS 140-2 certified encryption software and the file is password protected using a strong password comprised of alpha-numeric and special characters with a length of at least 8 characters.  The encrypted data file is also stored in a project-specific network folder within FHE, and only designated project staf
	Directory.  SSN is never used as a primary key in any database or displayed in any information system (especially public facing) used to support VA research study at Westat.  If necessary Westat will create a random ID that can be used to link to the electronic file containing SSN to conduct any subsequent data retrieval or data analysis on a study participant record. 
	P
	2.3c How is PII/PHI safeguarded in accordance with OMB Memorandum M-06-15? 
	P
	Westat in collaboration with the VA information security team conducts a security control assessment annually on all administrative, technical, and physical controls to ensure that all sensitive and confidential data are properly managed, stored, and protected at all times. Westat performs vulnerability scans weekly on servers to identify possible vulnerabilities. Results are made available to the appropriate systems technical administrators and managers who are required to respond with information on any c
	P
	P
	2.4 PRIVACY IMPACT ASSESSMENT: Use of the information.  
	Describe any types of controls that may be in place to ensure that information is handled in accordance with the uses described above. Example: Describe if training for users of the project covers how to appropriately use information. Describe the disciplinary programs or system controls (i.e. denial of access) that are in place if an individual is inappropriately using the information.  
	P
	Consider the following FIPPs below to assist in providing a response:  
	P
	Principle of Transparency: Is the PIA and SORN, if applicable, clear about the uses of the information?  
	P
	Principle of Use Limitation: Is the use of information contained in the system relevant to the mission of the project? 
	This question is related to privacy control AR-4, Privacy Monitoring and Auditing, AR-5, Privacy Awareness and Training, and SE-2, Privacy Incident response.  
	2.4a How is access to the PII determined?  
	L
	LI
	Lbl
	Access to PII data is determined by the Westat Sr. Project Director overseeing the VA project or IT Project Manager and is based on a need-to-know basis. 

	LI
	Lbl


	2.4b Are criteria, procedures, controls, and responsibilities regarding access documented? How are the documented, i.e. Policy, SOP, other. And where is this documentation located? 
	P
	L
	LI
	Lbl
	All access requests are documented using Westat’s SharePoint Information Assurance (IA) portal.  All access requests are reviewed and approved by the Project Director and/or Project IT Manager. 
	Yes 
	Yes 
	Yes 
	– All access requests are reviewed and approved by the Project Director and/or Project IT Manager. 





	2.4c Does access require manager approval? 
	2.4d Is access to the PII being monitored, tracked, or recorded? 
	Access is tracked in the FHE Information Assurance Portal.  Access to the FHE network, workstations, and data files is tracked and logged by the FHE network. 
	 2.4e Who is responsible for assuring safeguards for the PII as identified in eMASS? 
	Westat’s Network Operations Manager and System Administrators, Westat’s Chief Information Security Officer, Westat’s FHE IT Manager, Westat’s Sr. Project Study Manager, and all Westat staff who provide support to VA research projects. 
	Section 3. Retention of Information 
	The following questions are intended to outline how long information will be retained after the initial collection.  
	3.1 What information is retained? 
	L
	LI
	Lbl


	Identify and list all information collected from question 1.1 that is retained by the system.  
	This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal 
	P
	•
	•
	•
	Retained information may include the following:


	•Name
	•Full Social Security Number
	•Date of Birth
	•Personal Mailing Address
	•Personal Phone Number(s)
	•Personal Email Address
	•Financial Information
	•Internet Protocol (IP) Address Numbers
	•Medications
	•Medical Records
	•Medical Record Number
	•Race/Ethnicity
	•Gender/Sex
	•Integrated Control Number (ICN)
	•Military History/Service Connection
	•Date of Death
	•Occupation information
	•Education information
	•Marital Status
	•Sample ID
	P
	3.2 How long is information retained? 
	L
	LI
	Lbl


	In some cases, VA may choose to retain files in active status and archive them after a certain period of time. State active file retention periods, as well as archived records, in number of years, for the information and record types. For example, financial data held within your system may have a different retention period than medical records or education records held within your system, please be sure to list each of these retention periods. The VA records officer should be consulted early in the developm
	https://www.archives.gov/records-mgmt/grs
	https://www.archives.gov/records-mgmt/grs


	VA information is retained by individual projects in accordance with the VA-NARA retention agreement.  All records acquired or generated by a project are retained for the duration of the project and are the responsibility of the contracting organization thereafter.  VA projects currently under contract with Westat require data to be retained for 3 years and destroyed after the period of performance. Under no circumstances is VA information retained in the FHE beyond the expiration of the contract authorizin
	3.3 The retention schedule approved by the VA records office and the National Archives and Records Administration (NARA).  
	An approved records schedule must be obtained for any IT system that allows the retrieval of a record via a personal identifier. The VA records officer will assist in providing a proposed schedule. Please work with the system VA Records Officer to answer these questions.  
	This question is related to privacy control DM-2, Data Retention and Disposal. 
	3.3a Are all records stored within the system of record indicated on an approved disposition authority?  
	Retention schedules for the information systems hosted by Westat in the Westat FHE are determined by the individual contracts established between the VA and Westat to support specific data collection, research, and analysis studies.  Current VA contracts supported by Westat required data to be retained for 3 years and destroyed after the contract period of performance.  The information is retained following the policies and schedules of VA’s Records Management Service and NARA in “Department of Veterans Aff
	https://www.va.gov/vhapublications/RCS10/rcs10-1.pdf
	https://www.va.gov/vhapublications/RCS10/rcs10-1.pdf


	P
	P
	3.3b Please indicate each records retention schedule, series, and disposition authority? 
	The information is retained following the policies and schedules of VA’s Records management Service and NARA in “Department of Veterans Affairs Records Control Schedule 10-1”.  Record Control Schedule 10-1 can be found at the following link:  
	https://www.va.gov/vhapublications/RCS10/rcs10-1.pdf.
	https://www.va.gov/vhapublications/RCS10/rcs10-1.pdf.


	P
	Federal Register indicated "POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS: Records are scheduled in accordance with RCS 10–1, 8300.6, temporary disposition; cutoff at the end of the fiscal year after completion of the research project. Destroy six (6) years after cutoff.  May retain longer if required by other Federal regulations or the European General Data Protection regulations.  (DAA–0015–2015–0004, item 0032)". 
	P
	P
	3.4 What are the procedures for the elimination or transfer of SPI? 
	P
	Explain how records are destroyed, eliminated, or transferred to NARA at the end of their mandatory retention period.  Please give the details of the process.  For example, are paper records shredded on site, or by a shredding company and accompanied by a certificate of destruction, etc.? This question is related to privacy control DM-2, Data Retention and Disposal. 
	P
	Sensitive information is disposed of at Westat in accordance with VA policy and/or as directed by the contracting VA organization.  Mechanisms available include shredding for paper and other materials, secure erasure for digital storage media, degaussing for magnetic media, and physical destruction for anything not securable by other means.  
	P
	More specifically, media containing sensitive information are sanitized by secure erasure, low-level formatting, degaussing, irreversible disassembly, or shredding.  Hardcopy media containing sensitive information are shredded and recycled.  Secure bulk shredding services are provided to projects, with secure shredding bins available for hardcopy materials in Westat facilities. 
	P
	Other digital media are stored in a padlocked container and then degaussed and destroyed in bulk in the same manner as backup tapes except that no transmittal letter is prepared.  Media not containing sensitive information are disposed of conventionally.  Media containing sensitive information are cleared, purged, or destroyed when no longer needed.  Virtual systems containing sensitive information are cleared using a multi-overwrite process.  All methods described conform to the NIST Special Publication 80
	P
	Electronic data and files of any type, including Protected Health Information (PHI), Sensitive Personal Information (SPI), Human Resources records, and more are destroyed in accordance with VA Directive 6500 VA Cybersecurity Program (February 24, 2021) and VA Handbook 6500.1 Electronic Media Sanitization.  When required, this data is deleted from their file location and then permanently deleted from the deleted items or Recycle bin.  Magnetic media is wiped and sent out for destruction.  Digital media is sh
	. https://www.va.gov/vapubs/search_action.cfm?dType=1
	. https://www.va.gov/vapubs/search_action.cfm?dType=1


	P
	P
	P
	3.5 Does the system, where feasible, use techniques to minimize the risk to privacy by using PII for research, testing, or training? 
	P
	Organizations often use PII for testing new applications or information systems prior to deployment. Organizations also use PII for research purposes and for training. These uses of PII increase the risks associated with the unauthorized disclosure or misuse of the information. Please explain what controls have been implemented to protect PII used for testing, training, and research. This question is related to privacy control DM-3, Minimization of PII Used in Testing, Training and Research. 
	Westat does not use actual PII for research, testing, or training.  Dummy data is used for research, testing, or training purposes. 
	P
	3.6 PRIVACY IMPACT ASSESSMENT: Retention of information 
	 Discuss the risks associated with the length of time data is retained and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your System Privacy Officer (PO) to complete all Privacy Risk questions inside the document this section). 
	P
	While we understand that establishing retention periods for records is a formal process, there are policy considerations behind how long a project keeps information. The longer a project retains information, the longer it needs to secure the information and assure its accuracy and integrity. The proposed schedule should match the requirements of the Privacy Act to keep the minimum amount of PII for the minimum amount of time, while meeting the Federal Records Act. The schedule should align with the stated p
	P
	Consider the following FIPPs below to assist in providing a response: 
	P
	Principle of Minimization:  The project retains only the information necessary for its purpose, additionally, the PII is retained only for as long as necessary and relevant to fulfill the specified purposes.  
	P
	Principle of Data Quality and Integrity:  The PIA should describe policies and procedures for how PII that is no longer relevant and necessary is purged.  
	This question is related to privacy controls DM-1, Minimization of Personally Identifiable Information, and DM-2, Data Retention and Disposal. 
	P
	Follow the format below: 
	P
	Privacy Risk:  
	Disclosure of a body of personally identifiable information, which may include SSNs, that if disclosed may expose the individual to financial loss or identity theft.  Disclosure of military service details that may compromise the individual’s reputation, circumstances, or safety. Disclosure of medical, personal, or other information that may compromise the individual’s reputation or circumstances.  Disclosure of participation in a particular study or activity, where knowledge of participation may adversely 
	P
	P
	Mitigation: 
	 PII information/data are only retained for as long as necessary to fulfill contract requirements and according to data retention policies specified in the VA contract. Data retention schedules for information systems hosted by the Westat FHE are determined by the individual contracts established between the VA and Westat to support specific data collection, research, and analysis studies.  Current VA contracts supported by Westat required data to be retained for 3 years and destroyed at the end of the cont
	Section 4. Internal Sharing/Receiving/Transmitting and Disclosure 
	The following questions are intended to define the scope of information sharing/receiving/transmitting within VA.  
	P
	PII Mapping of Components 
	4.1a The Westat FHE consists of 5 key components (servers/databases/instances/applications/software/application programming interfaces (API)). Each component has been analyzed to determine if any elements of that component collect PII. The type of PII collected by Westat FHE and the reasons for the collection of the PII are in the table below. 
	P
	Note: Due to the PIA being a public facing document, please do not include server names in the table. The first table of 3.9a in the PTA should be used to answer this question.  
	Internal Components Table 
	Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI 
	Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI 
	Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI 
	Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI 
	Component Name (Database, Instances, Application, Software, Application Program Interface (API) etc.) that contains PII/PHI 

	Does this system collect PII? (Yes/No) 
	Does this system collect PII? (Yes/No) 

	Does this system store PII?  (Yes/No) 
	Does this system store PII?  (Yes/No) 

	Type of PII (SSN, DOB, etc.) 
	Type of PII (SSN, DOB, etc.) 

	Reason for Collection/ Storage of PII 
	Reason for Collection/ Storage of PII 

	Safeguards 
	Safeguards 



	Database Server 
	Database Server 
	Database Server 
	Database Server 

	Yes 
	Yes 

	Yes 
	Yes 

	Web survey response data (survey response data varies by VA contract/project) 
	Web survey response data (survey response data varies by VA contract/project) 
	P

	Support the collection and administration of web, paper, 
	Support the collection and administration of web, paper, 

	Restricted user access to database server; User, Application, and Network 
	Restricted user access to database server; User, Application, and Network 




	Table
	TBody
	TR
	•
	•
	•
	•
	Name

	•
	•
	Date of Birth

	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress

	•
	•
	FinancialInformation

	•
	•
	InternetProtocol (IP)AddressNumbers

	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P

	and telephone surveys    
	and telephone surveys    

	access restrictions and security.  
	access restrictions and security.  
	Role-based access to databases and database servers.  
	Firewall segments from the public internet  


	Web Server 
	Web Server 
	Web Server 

	Yes 
	Yes 

	No 
	No 

	Web survey response data (survey response varies by VA contract/project) 
	Web survey response data (survey response varies by VA contract/project) 
	P
	•
	•
	•
	Name

	•
	•
	Date of Birth



	Support the collection and administration of online surveys   
	Support the collection and administration of online surveys   

	Requires user authentication to access online survey 
	Requires user authentication to access online survey 




	Table
	TBody
	TR
	•
	•
	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress

	•
	•
	FinancialInformation

	•
	•
	InternetProtocol (IP)AddressNumbers

	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P
	P


	SFTP Server  
	SFTP Server  
	SFTP Server  

	Yes 
	Yes 

	Yes 
	Yes 

	•
	•
	•
	•
	Name

	•
	•
	Full SocialSecurityNumber

	•
	•
	Date of Birth

	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress



	Supports data file exchanges with VA and Partner organizations 
	Supports data file exchanges with VA and Partner organizations 

	Requires User account approval, and user authentication. 
	Requires User account approval, and user authentication. 
	Automatic removal of data files (24hrs) 




	Table
	TBody
	TR
	•
	•
	•
	•
	FinancialInformation

	•
	•
	InternetProtocol (IP)AddressNumbers

	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P


	Windows File Share Server 
	Windows File Share Server 
	Windows File Share Server 

	No 
	No 

	Yes 
	Yes 

	Project artifacts: Analytic data files 
	Project artifacts: Analytic data files 
	 Word Documents, PDF files, Excel files, SAS datasets, other project-specific documents 
	P
	•
	•
	•
	Name

	•
	•
	Full SocialSecurityNumber

	•
	•
	Date of Birth

	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress



	Project file share. Supports daily work activities conducted by project staff 
	Project file share. Supports daily work activities conducted by project staff 

	Requires 2-factor authentication Restricted user access to fileshare;  
	Requires 2-factor authentication Restricted user access to fileshare;  
	data encryption.  
	behind firewall 




	Table
	TBody
	TR
	•
	•
	•
	•
	FinancialInformation

	•
	•
	InternetProtocol (IP)AddressNumbers

	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P


	Teleform Image Capture Server 
	Teleform Image Capture Server 
	Teleform Image Capture Server 

	Yes 
	Yes 

	Yes 
	Yes 

	Paper survey response data (survey data varies by VA contract) 
	Paper survey response data (survey data varies by VA contract) 
	P
	•
	•
	•
	Name

	•
	•
	Date of Birth

	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress

	•
	•
	FinancialInformation

	•
	•
	InternetProtocol (IP)AddressNumbers



	Supports hardcopy mail survey data collection and scan processing 
	Supports hardcopy mail survey data collection and scan processing 

	Requires 2-factor authentication Restricted user access to Teleform Server 
	Requires 2-factor authentication Restricted user access to Teleform Server 




	Table
	TBody
	TR
	•
	•
	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P


	Teleform Repository Server 
	Teleform Repository Server 
	Teleform Repository Server 

	No 
	No 

	Yes 
	Yes 

	Stores scanned images of hardcopy mail survey returns 
	Stores scanned images of hardcopy mail survey returns 
	P
	•
	•
	•
	Name

	•
	•
	Date of Birth

	•
	•
	PersonalMailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress

	•
	•
	FinancialInformation

	•
	•
	Medications

	•
	•
	MedicalRecords

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	IntegratedControlNumber (ICN)



	Stores scanned images of hardcopy mail survey returns 
	Stores scanned images of hardcopy mail survey returns 

	Requires 2- factor authentication Restricted user access to image repository, 
	Requires 2- factor authentication Restricted user access to image repository, 
	data encryption, 
	behind firewall 




	Table
	TBody
	TR
	•
	•
	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	EducationInformation

	•
	•
	Marital Status

	•
	•
	Sample ID


	P




	P
	4.1b List internal organizations information is shared/received/transmitted, the information shared/received/transmitted, and the purpose, and how the information is transmitted. 
	NOTE: Question 3.9b (second table) on Privacy Threshold Analysis should be used to answer this question. 
	P
	Identify and list the names of any program offices, contractor-supported IT systems, and any other organization or IT system within VA with which information is shared.  
	L
	LI
	Lbl


	State the purpose for the internal sharing. If you have specific authority to share the information, provide a citation to the authority.  
	P
	For each interface with a system outside your program office, state what specific data elements (PII/PHI) are shared with the specific program office, contractor-supported IT system, and any other organization or IT system within VA.  
	L
	LI
	Lbl


	Describe how the information is transmitted. For example, is the information transmitted electronically, by paper, or by some other means? Is the information shared in bulk, on a case-by-case basis, or does the sharing partner have direct access to the information?  
	This question is related to privacy controls AP-2, Purpose Specification, AR-3, Privacy Requirements for Contractors and Service Providers, AR-8, Accounting of Disclosures, TR-1, Privacy Notice, and UL-1, Internal Use. 
	P
	Data Shared with Internal Organizations 
	IT system and/or Program office. Information is shared/received with 
	IT system and/or Program office. Information is shared/received with 
	IT system and/or Program office. Information is shared/received with 
	IT system and/or Program office. Information is shared/received with 
	IT system and/or Program office. Information is shared/received with 

	List the purpose of the information being shared /received with the specified program office or IT system 
	List the purpose of the information being shared /received with the specified program office or IT system 

	List PII/PHI data elements shared/received/transmitted. 
	List PII/PHI data elements shared/received/transmitted. 

	Describe the method of transmittal 
	Describe the method of transmittal 



	N/A 
	N/A 
	N/A 
	N/A 

	N/A 
	N/A 

	N/A 
	N/A 

	N/A 
	N/A 




	4.2 PRIVACY IMPACT ASSESSMENT: Internal sharing and disclosure 
	Discuss the privacy risks associated with the sharing of information within the VA network and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your System ISSO to complete all Privacy Risk questions in this section.).  
	P
	This question is related to privacy control UL-1, Internal Use. 
	P
	Follow the format below:  
	P
	Privacy Risk:   
	Westat FHE does not share information within the VA network 
	P
	Mitigation: 
	Westat FHE does not share information within the VA network 
	Section 5. External Sharing/Receiving and Disclosure 
	The following questions are intended to define the content, scope, and authority for information sharing external to VA, which includes Federal, State, and local governments, and the private sector. 
	5.1 List the external organizations (outside VA) that information shared/received. and information shared/received, and the purpose, and how the information transmitted and what measures are taken to ensure it is secure. 
	 The sharing of information outside the agency must be compatible with the original collection. The sharing must be covered by an appropriate routine use in a SORN. If not covered, please describe under what legal mechanism the IT system is allowed to share the information in identifiable form or personally identifiable information outside of VA.  
	NOTE: 
	NOTE: 
	NOTE: 
	 Question 3.10 on Privacy Threshold Analysis should be used to answer this question. 


	P
	Identify and list the names of any Federal, State, or local government agency or private sector organization with which information is shared.  
	L
	LI
	Lbl


	For each interface with a system outside VA, state what specific data elements (PII/PHI) are shared with each specific partner.  
	L
	LI
	Lbl


	What legal mechanisms, authoritative agreements, documentation, or policies are in place detailing the extent of the sharing and the duties of each party? For example, is the sharing of data compatible with your SORN? Then list the SORN and the applicable routine use from the SORN. Is there a Memorandum of Understanding (MOU), Computer Matching Agreement (CMA), or law that mandates the sharing of this information? 
	L
	LI
	Lbl


	Describe how the information is transmitted to entities external to VA and what security measures have been taken to protect it during transmission. 
	This question is related to privacy control UL-2, Information Sharing with Third Parties 
	P
	P
	Data Shared with External Organizations 
	List IT System or External Program Office information is shared/received with 
	List IT System or External Program Office information is shared/received with 
	List IT System or External Program Office information is shared/received with 
	List IT System or External Program Office information is shared/received with 
	List IT System or External Program Office information is shared/received with 

	List the purpose of information being shared / received / transmitted 
	List the purpose of information being shared / received / transmitted 

	List the specific PII/PHI data elements that are processed (shared/received/transmitted)  
	List the specific PII/PHI data elements that are processed (shared/received/transmitted)  

	List agreements such as:  Contracts, MOU/ISA, BAA, SORN. etc. that permit external sharing (can be more than one) 
	List agreements such as:  Contracts, MOU/ISA, BAA, SORN. etc. that permit external sharing (can be more than one) 

	List the method of transmission and the measures in place to secure data 
	List the method of transmission and the measures in place to secure data 



	Trilogy (Small Business Partner) 
	Trilogy (Small Business Partner) 
	Trilogy (Small Business Partner) 
	Trilogy (Small Business Partner) 

	Obtain sample file information for research study 
	Obtain sample file information for research study 

	•
	•
	•
	•
	Name

	•
	•
	Full Social SecurityNumber

	•
	•
	Date of Birth

	•
	•
	Personal MailingAddress

	•
	•
	Personal PhoneNumber

	•
	•
	Personal EmailAddress

	•
	•
	Financial Information

	•
	•
	Internet Protocol (IP)Address Numbers

	•
	•
	Medications

	•
	•
	Medical Records

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex

	•
	•
	Integrated ControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	Education Information

	•
	•
	Marital Status

	•
	•
	Sample ID



	MOU 
	MOU 

	SFTP 
	SFTP 




	Table
	TBody
	TR
	TD
	P


	LexisNexis (Locating Veterans) 
	LexisNexis (Locating Veterans) 
	LexisNexis (Locating Veterans) 

	To obtain current address and phone numbers of study participant 
	To obtain current address and phone numbers of study participant 

	•
	•
	•
	•
	Name

	•
	•
	Personal MailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Full Social SecurityNumber



	MOU 
	MOU 

	SFTP 
	SFTP 


	Anchor Computing 
	Anchor Computing 
	Anchor Computing 
	 solutions/data-quality/ 
	https://anchorcomputer.com
	https://anchorcomputer.com


	P

	To obtain current address and phone numbers of study participant 
	To obtain current address and phone numbers of study participant 

	•
	•
	•
	•
	Name

	•
	•
	Personal MailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Full Social SecurityNumber



	MOU 
	MOU 

	SFTP 
	SFTP 


	VHA (Westat FHE operates under a VA ATO) 
	VHA (Westat FHE operates under a VA ATO) 
	VHA (Westat FHE operates under a VA ATO) 
	P

	Obtain sample file information for research study. 
	Obtain sample file information for research study. 
	Provide survey research results at the end of the study 

	Per VHA, data elements shared could be survey results collected, PHI and PII, sample file information and/or other administrative data used to support the administration of the survey 
	Per VHA, data elements shared could be survey results collected, PHI and PII, sample file information and/or other administrative data used to support the administration of the survey 
	P
	•
	•
	•
	Name

	•
	•
	Full Social SecurityNumber

	•
	•
	Date of Birth

	•
	•
	Personal MailingAddress

	•
	•
	Personal PhoneNumber(s)

	•
	•
	Personal EmailAddress

	•
	•
	Financial Information

	•
	•
	Medications

	•
	•
	Medical Records

	•
	•
	Race/Ethnicity

	•
	•
	Medical RecordNumber

	•
	•
	Gender/Sex



	Varies by contract. BAA/ MOA / LOI when needed 
	Varies by contract. BAA/ MOA / LOI when needed 

	SFTP 
	SFTP 




	Table
	TBody
	TR
	•
	•
	•
	•
	Integrated ControlNumber (ICN)

	•
	•
	MilitaryHistory/ServiceConnection

	•
	•
	Date of Death

	•
	•
	OccupationInformation

	•
	•
	Education Information

	•
	•
	Marital Status

	•
	•
	Sample ID


	P


	Navistar (Primary Print Vendor) 
	Navistar (Primary Print Vendor) 
	Navistar (Primary Print Vendor) 
	 
	https://www.navistardirect.com
	https://www.navistardirect.com



	To support the printing and mailing of hardcopy surveys to study participants 
	To support the printing and mailing of hardcopy surveys to study participants 

	•
	•
	•
	•
	Name

	•
	•
	Personal MailingAddress


	P

	MOU 
	MOU 

	SFTP 
	SFTP 


	NPC Inc. 
	NPC Inc. 
	NPC Inc. 
	(Backup Print Vendor 
	 if needed) 
	https://www.npcweb.com 

	To support the printing and mailing of hardcopy surveys to study participants 
	To support the printing and mailing of hardcopy surveys to study participants 

	•
	•
	•
	•
	Name

	•
	•
	Personal MailingAddress


	P

	MOU 
	MOU 

	SFTP 
	SFTP 


	National Change of Address (NCOA)  
	National Change of Address (NCOA)  
	National Change of Address (NCOA)  

	Service used to obtain updated address information to support hardcopy survey mailings 
	Service used to obtain updated address information to support hardcopy survey mailings 

	•
	•
	•
	•
	Name

	•
	•
	Personal MailingAddress


	P

	MOU 
	MOU 

	SFTP 
	SFTP 




	P
	5.2 PRIVACY IMPACT ASSESSMENT: External sharing and disclosure 
	Discuss the privacy risks associated with the sharing of information outside the Department and what steps, if any, are currently being taken to mitigate those identified risks.  
	P
	If no External Sharing listed on the table above, (State there is no external sharing in both the risk and mitigation fields). 
	P
	Discuss whether access controls have been implemented and whether audit logs are regularly reviewed to ensure appropriate sharing outside of the Department. For example, is there a Memorandum of Understanding (MOU), contract, or agreement in place with outside agencies or foreign governments.  
	Discuss how the sharing of information outside of the Department is compatible with the stated purpose and use of the original collection.  
	This question is related to privacy control AR-2, Privacy Impact and Risk Assessment, AR-3, Privacy Requirements for Contractors and Service Providers, and AR-4, Privacy Monitoring and Auditing  
	P
	Follow the format below: 
	P
	Privacy Risk:   
	P
	Inadvertent disclosure of information contained in data files exchanged with external agencies or partner organizations if disclosed may expose the study participant to financial loss, or identity theft or could harm the reputation of the study participant or the VA organization. 
	P
	Mitigation: 
	P
	Information-sharing agreements such as MOU, BAA, and MOA are established with outside agencies and/or partner organizations which stipulate how information should be used and managed in support of the research conducted as part of the VA contract.   
	P
	Access controls are in place to ensure that only authorized staff have access to the information systems and services provisioned by the Westat FHE.  Data files exchanged with external organizations in support of the contract only contain data elements necessary to perform the services as specified in the contract, agreement, or task order with that organization.  For example, only name and mailing address are provided to the external print vendor supporting hard copy survey mailings.  Data files exchanged 
	Section 6. Notice 
	The following questions are directed at providing notice to the individual of the scope of information collected, the right to consent to uses of the information, and the right to decline to provide information.  
	6.1 The notice provided to the individual before collection of the information. Please provide a copy and/or screen shot of a web notice of the notice as an Appendix-A 6.1 on the last page of 
	the document. (A notice may include a posted privacy policy, a Privacy Act notice on forms, notice given to individuals by the sources system, or a system of records notice published in the Federal Register.) If notice was not provided, explain why. 
	These questions are related to privacy control TR-1, Privacy Notice, and TR-2, System of Records Notices and Privacy Act Statements, and TR-3, Dissemination of Privacy Program Information. 
	L
	LI
	Lbl


	6.1a Provide the Privacy Notice provided to the public by this system or any source systems. Include a copy of the notice in Appendix A of the PIA, the Federal Register citation, or Privacy Statement from collection of information such as forms or surveys. 
	P
	Individuals are notified prior to data collection in accordance with VA policy and direction by the contracting VA organization.  Notification varies based on the type of research study.  An example of the pre-notification is attached for reference ( 
	Appendix A-6.1).

	P
	34VA10 “Veteran, Patient, Employee, and Volunteer Research and Development Project Records—VA” Published in the Federal Register / Vol. 86, No. 118 / Wednesday, June 23, 2021 / Notices indicated as "AUTHORITY FOR MAINTENANCE OF THE SYSTEM: Title 38, United States Code, Section 7301. ",  . 
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf
	https://www.govinfo.gov/content/pkg/FR-2021-06-23/pdf/2021-13141.pdf


	P
	6.1b If notice was not provided, explain why. 
	P
	All notices provided to study participants are reviewed and approved by the Westat Project Director and the VA Contract Officer Representative (COR) to ensure all information provided is adequate to inform those affected by the research study and that ensure them that their information is collected, managed, and used appropriately and follow VA policy directives. 
	P
	6.1c Provide how the notice provided at the time of collection meets the purpose of use for this system.  
	All notices provided to study participants are reviewed and approved by the Westat Project Director and the VA COR to ensure all information provided is adequate to inform those affected by the research study and that their information is collected, managed, and used appropriately and follows VA policy directives. 
	6.2 Do individuals have the opportunity and right to decline to provide information? If so, is a penalty or denial of service attached?  
	L
	LI
	Lbl


	This question is directed at whether the person from or about whom information is collected can decline to provide the information and if so, whether a penalty or denial of service is attached. This question is related to privacy control IP-1, Consent, IP-2, Individual Access, and IP-3, Redress. 
	P
	Research activities conducted by Westat for VA that collect information from individuals are typically surveys in which participation by the individual is voluntary.  No penalties attach to refusal to participate though incentives sometimes provided to encourage participation are not typically given to those who choose not to do so. 
	6.3 Do individuals have the right to consent to particular uses of the information? If so, how does the individual exercise the right?  
	L
	LI
	Lbl


	This question is directed at whether an individual may provide consent for specific uses, or the consent is given to cover all uses (current or potential) of his or her information. If specific consent is required, how would the individual consent to each use? This question is related to privacy control IP-1, Consent. 
	Research activities conducted by Westat for the VA that collect information from individuals are typically surveys in which a consent agreement to participate is required before data are collected.  The consent agreement is typically a check box selected by the individual to indicate that they understand the study and its intended uses of the data collected.  Individuals also have the option not to consent or opt out of the study.  
	6.4 PRIVACY IMPACT ASSESSMENT: Notice 
	Describe the potential risks associated with potentially insufficient notice and what steps, if any, are currently being taken to mitigate those identified risks. (Work with your Privacy Officer (PO) to complete all Privacy Risk questions inside the document this section). 
	P
	Consider the following FIPPs below to assist in providing a response:  
	P
	Principle of Transparency: This is referring to sufficient notice provided to the individual. 
	P
	Principle of Use Limitation:  The information used only for the purpose for which notice was provided either directly to the individual or through a public notice. The procedures in place must ensure that information is used only for the purpose articulated in the notice.  
	This question is related to privacy control TR-1, Privacy Notice, AR-2, Privacy Impact and Risk Assessment, and UL-1, Internal Use. 
	Follow the format below: 
	P
	Privacy Risk:  
	The privacy risk is if Westat does not adequately inform study participants of the privacy risks to individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of personally identifiable information (PII).  
	P
	Mitigation:  
	Privacy, data use, and confidentiality statements as well as consent forms are provided with all data collection materials and as required, posted on information systems that collect data related to a study participant selected for a research study in accordance with VA policy and direction.  
	Section 7. Access, Redress, and Correction 
	The following questions are directed at an individual’s ability to ensure the accuracy of the information collected about him or her.  
	7.1 The procedures that allow individuals to gain access to their information. 
	These questions are related to privacy control IP-2, Individual Access, and AR-8, Accounting of Disclosures. 
	P
	7.1a Cite any procedures or regulations your program has in place that allow access to information. These procedures, at a minimum, should include the agency’s FOIA/Privacy Act practices, but may also include additional access provisions. For example, if your program has a customer satisfaction unit, that information, along with phone and email contact information, should be listed in this section in addition to the agency’s procedures. See 5 CFR 294 and the VA FOIA Web page at   to obtain information about
	VA Public Access Link-Home (efoia-host.com)
	VA Public Access Link-Home (efoia-host.com)


	P
	Activities conducted under a VA contract at Westat are typically posted to a website with contact information.  Those that distribute paper forms include explanatory and contact information with the forms.  Those that employ web-based data collection mechanisms send paper materials and also include contact information, usually including email addresses, and privacy notices on the website in accordance with VA policy and direction. . 
	https://vhasoe.org/#FAQ
	https://vhasoe.org/#FAQ


	P
	P
	7.1b If the system is exempt from the access provisions of the Privacy Act, please explain the basis for the exemption or cite the source where this explanation may be found, for example, a Final Rule published in the Code of Federal Regulations (CFR)?  
	P
	The system is not exempt from the access provisions of the Privacy Act 
	P
	7.1c If the system is not a Privacy Act system, please explain what procedures and regulations are in place that covers an individual gaining access to his or her information?  
	P
	The system is a Privacy Act System 
	P
	P
	7.2 What are the procedures for correcting inaccurate or erroneous information? 
	L
	LI
	Lbl


	Describe the procedures and provide contact information for the appropriate person to whom such issues should be addressed? If the correction procedures are the same as those given in question 7.1, state as much. This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 
	P
	Individuals contact the project email address or call a 1-800 number provided on the website or in survey materials. 
	7.3 How are individuals notified of the procedures for correcting their information? 
	L
	LI
	Lbl


	How are individuals made aware of the procedures for correcting his or her information? This may be through notice at collection or other similar means. This question is meant to address the risk that even if procedures exist to correct information, if an individual is not made fully aware of the existence of those procedures, then the benefits of the procedures are significantly weakened.  
	This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 
	P
	Individuals are notified of these procedures in the survey materials, website, or privacy notice as required by the contracting organization.  See Appendix A-6.1 
	7.4 If no formal redress is provided, what alternatives are available to the individual? 
	L
	LI
	Lbl


	Redress is the process by which an individual gains access to his or her records and seeks corrections or amendments to those records. Redress may be provided through the Privacy Act and Freedom of Information Act (FOIA), and also by other processes specific to a program, system, or group of systems. Example: Some projects allow users to directly access and correct/update their information online. This helps ensures data accuracy.  
	This question is related to privacy control IP-3, Redress, and IP-4, Complaint Management. 
	P
	In addition to contacting project staff, survey respondents often have the option of supplementing, editing, or deleting their contact information and survey responses. 
	P
	7.5 PRIVACY IMPACT ASSESSMENT: Access, redress, and correction 
	Discuss what risks there currently are related to the Department’s access, redress, and correction policies and procedures for this system and what, if any, steps have been taken to mitigate those risks. For example, if a project does not allow individual access, the risk of inaccurate data needs to be discussed in light of the purpose of the project. For example, providing access to ongoing law enforcement activities could negatively impact the program’s effectiveness because the individuals involved might
	P
	Consider the following FIPPs below to assist in providing a response:  
	Principle of Individual Participation:  The individual must be provided with the ability to find out whether a project maintains a record relating to them.  
	P
	Principle of Individual Participation: If access and/or correction is denied, then is the individual must be provided notice as to why the denial was made and how to challenge such a denial.  
	P
	Principle of Individual Participation: The mechanism by which an individual is able to prevent information about them obtained for one purpose from being used for other purposes without their knowledge.  
	This question is related to privacy control IP-3, Redress. 
	P
	Follow the format below: 
	P
	Privacy Risk:  
	P
	There is a risk that incorrect information could be stored on FHE because that information was incorrectly updated in the source systems or data sources (files/databases) provided by that source system. 
	P
	Mitigation: 
	P
	Subjects have previously consented to having their data stored on the systems that provide the information that is stored on FHE through the HIPAA authorization and subject consent process.  If a subject’s information in incorrect, the subject will need to access, redress, and correct that information via the source systems’ access, redress, and correction processes. Veterans selected to participate in a particular research study are provided with a toll-free number that they can use to find 
	out about more details related to the study and can also request to make corrections to any contact information or request to be removed from the research study being conducted.  Privacy and data use and confidentiality statements are also provided with all data collection materials as well as posted on any information systems that collect data related to a study participant selected for a research study. 
	Section 8. Technical Access and Security 
	The following questions are intended to describe technical safeguards and security measures. (Work with your ISSO to complete this section). 
	8.1 The procedures in place to determine which users may access the system, must be documented.  
	These questions are related to privacy control AR-7, Privacy-Enhanced System Design and Development. 
	L
	LI
	Lbl


	8.1a Describe the process by which an individual receives access to the system? 
	P
	Individuals may access information only after passing VA background screening and authorization by an identified approval authority (e.g., the VA project officer or the Westat project director).  Individuals and associated access privileges are tracked in a roster.  All staff are required to sign Non-Disclosure Agreement, Confidentiality Agreements Rules of Behavior, have background screenings and take VA security awareness and privacy training as required by the VA. Contracts are reviewed monthly by the CO
	P
	8.1b Identify users from other agencies who may have access to the system and under what roles these individuals have access to the system. Who establishes the criteria for what PII can be shared?  
	P
	Users from other government agencies outside the VA do not have access to the system. 
	P
	8.1c Describe the different roles in general terms that have been created to provide access to the system? For example, certain users may have "read-only" access while others may be permitted to make certain amendments or changes to the information.  
	P
	Westat staff have access to information based on the roles assigned to them and as authorized by the VA project officer(s) or Westat project director(s) of the project(s) to which each individual is assigned.  Roles include Web/Database developers, SAS analysts, Network Admins, Project support staff, and Field Room staff. 
	8.2a. Will VA contractors have access to the system and the PII?  
	Per the VA contract, contractors are only allowed to access the SFTP site provisioned by the Westat’s FHE to exchange encrypted data files for a given project.  All contractors are required to sign a MOU, BAA, or NDA as required by the VA contract. 
	8.2b. What involvement will contractors have with the design and maintenance of the system? There is no contractor involvement with the design and maintenance of the FHE 
	8.2c. Does the contractor have a signed confidentiality agreement? 
	Yes –all contractors are required to sign one or more of the following: Confidentiality Agreement, MOU, BAA, or NDA as required by the VA contract. 
	8.2d. Does the contractor have an implemented Business Associate Agreement for applicable PHI? 
	Yes –all contractors are required to sign one or more of the following: Confidentiality Agreement, MOU, BAA, or NDA as required by the VA contract. 
	P
	8.2e. Does the contractor have a signed non
	8.2e. Does the contractor have a signed non
	8.2e. Does the contractor have a signed non
	-Disclosure Agreement in place?  


	If so, how frequently are contracts reviewed and by whom? Describe the necessity of the access provided to contractors to the system and whether clearance is required. If Privacy Roles and Responsibilities have been established to restrict certain users to different access levels, please describe the roles and associated access levels.  Explain the need for VA contractors to have access to the PII. This question is related to privacy control AR-3, Privacy Requirements for Contractors, and Service Providers.
	All contractor Confidentiality Agreements, MOUs, BAAs, or NDAs are reviewed and re-signed annually for multiyear contracts or signed at the inception of a project as required by the VA contract.  
	P
	8.3 Describe what privacy training is provided to users either generally or specifically relevant to the program or system?  
	L
	LI
	Lbl


	VA offers privacy and security training. Each program or system may offer training specific to the program or system that touches on information handling procedures and sensitivity of information. Please describe how individuals who have access to PII are trained to handle it appropriately.  
	This question is related to privacy control AR-5, Privacy Awareness and Training. 
	Westat employees are required to take Westat HIPAA training, Security Awareness Training and VA security training provided in the VA Talent Management System (TMS).  All Westat staff are required to sign the FHE Rules of Behavior 
	8.4 The Authorization and Accreditation (A&A) completed for the system. 
	L
	LI
	Lbl
	LBody


	8.4a If Yes, provide: 
	P
	1.
	1.
	1.
	The Security Plan Status: Approved

	2.
	2.
	The System Security Plan Status Date: June 26, 2023

	3.
	3.
	The Authorization Status: Approved

	4.
	4.
	The Authorization Date: August 11, 2023

	5.
	5.
	The Authorization Termination Date: July 27, 2025

	6.
	6.
	The Risk Review Completion Date: The FIPS 199 classification of the system(LOW/MODERATE/HIGH): High
	9.1
	9.1
	9.1
	 Does the system use cloud technology? If so, what cloud model is being utilized? 

	9.2
	9.2
	  Does the contract with the Hosting Cloud Service Provider, Contractors and VA customers establish who has ownership rights over data including PII? (Provide contract number and supporting information about PII/PHI from the contract). (Refer to question 3.3.1 of the PTA) This question is related to privacy control AR-3, Privacy Requirements for Contractors, and Service Providers. 

	9.3
	9.3
	 Will the CSP collect any ancillary data and if so, who has ownership over the ancillary data?  

	9.4
	9.4
	 NIST 800-144 states, “Organizations are ultimately accountable for the security and privacy of data held by a cloud provider on their behalf.” Is this principle described in contracts with customers? Why or why not? 

	9.5
	9.5
	 If the system is utilizing Robotics Process Automation (RPA), please describe the role of the bots.  





	Please note that all systems containing SPI are categorized at a minimum level of “moderate” under Federal Information Processing Standards Publication 199.  
	P
	8.4b If No or In Process, provide your Initial Operating Capability (IOC) date. 
	N/A 
	Section 9 – Technology Usage 
	The following questions are used to identify the technologies being used by the IT system or project. 
	 If so, Does the system have a FedRAMP provisional or agency authorization?  If the system does use cloud technology, but does not have FedRAMP authorization, explain how the Cloud Service Provider (CSP) solution was assessed and what FedRAMP documents and processes were used for the assessment in order to comply with VA Handbook 6517. Types of cloud models include: Software as a Service (SaaS), Infrastructure as a Service (IaaS), Platform as a Service (PaaS), Commercial off the Shelf (COTS), Desktop as a S
	The Westat FHE does not use cloud technology. 
	The Westat FHE does not use a Cloud Service Provide (CSP). 
	P
	Per NIST 800-144, cloud providers hold significant details about the accounts of cloud consumers that could be compromised and used in subsequent attacks. Ancillary data also involves information the cloud provider collects or produces about customer-related activity in the cloud. It includes data collected to meter and charge for consumption of resources, logs and audit trails, and other such metadata that is generated and accumulated within the cloud environment. This question is related to privacy contro
	The Westat FHE does not use a CSP. 
	P
	What are the roles and responsibilities involved between the organization and cloud provider, particularly with respect to managing risks and ensuring organizational requirements are met? This question is related to privacy control AR-3, Privacy Requirements for Contractors and Service Providers. 
	The Westat FHE does not use a CSP. 
	P
	Robotic Process Automation is the use of software scripts to perform tasks as an automated process that executes in parallel with or in place of human input. For example, will the automation move or touch PII/PHI information. RPA may also be referred to as “Bots” or Artificial Intelligence (AI). 
	The Westat FHE does not utilize Robotic Process Automation (RPA). 
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	Signature of Responsible Officials 
	The individuals below attest that the information provided in this Privacy Impact Assessment is true and accurate. 
	Privacy Officer, Michelle Christiano 
	Privacy Officer, Michelle Christiano 

	Information Systems Security Officer, Stuart Chase 
	Information Systems Security Officer, Stuart Chase 

	Information Systems Owner, Joseph Holston
	Information Systems Owner, Joseph Holston

	APPENDIX A-6.1 
	Please provide a link to the notice or verbiage referred to in Section 6 (a notice may include a posted privacy policy; a Privacy Act notice on forms; screen shot of a website collection privacy notice). 
	 
	https://vhasoe.org/#FAQ
	https://vhasoe.org/#FAQ
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	HELPFUL LINKS: 
	P
	 
	Records Control Schedule 10-1 (va.gov)
	Records Control Schedule 10-1 (va.gov)


	P
	General Records Schedule  
	 
	https://www.archives.gov/records-mgmt/grs.html
	https://www.archives.gov/records-mgmt/grs.html


	P
	National Archives (Federal Records Management): 
	 
	https://www.archives.gov/records-mgmt/grs
	https://www.archives.gov/records-mgmt/grs


	P
	VA Publications: 
	 
	https://www.va.gov/vapubs/
	https://www.va.gov/vapubs/


	P
	VA Privacy Service Privacy Hub: 
	 
	https://dvagov.sharepoint.com/sites/OITPrivacyHub
	https://dvagov.sharepoint.com/sites/OITPrivacyHub


	P
	Notice of Privacy Practice (NOPP): 
	VHA Directive 1605.04 
	 
	IB 10-163p (va.gov)
	IB 10-163p (va.gov)
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